
This information is exempt under the Freedom of Information Act 2000 (FOIA) and may be exempt under other UK information 
legislation. Refer any FOIA queries to ncscinfoleg@ncsc.gov.uk. All material is UK Crown Copyright © 

 

 

 

 

KNOWLEDGE NUGGET: DAY 1 - BEING CYBER AWARE 

Topic  Cyber Security 

Learning objectives  Success criteria 

Students will… 

• Learn 6 top tips of how to be Cyber Aware: 
o Use a separate password for email account 
o Use strong passwords 
o Save passwords in browser 
o Turn on two-factor authentication 
o Keep devices up to date 
o Back up data 

• Take part in a cyber security quiz 
 

- Watching and understanding 
the video in its entirety. 
 

- Participating in the group 
quiz and follow on 
discussions.  
 

Resources Suggested use of teaching time 

- Knowledge Nugget Video 
 

Video – 9:30 minutes  

Cyber Quiz – 4 Minutes (included as 

part of the video) 

Learning activity 

The video will introduce cyber security and the NCSC’s top tips for staying Cyber Aware. The video will talk 

through the importance of each tip and why it is good for students and their peers to implement.  

 

The teacher can pause the video once the quiz question and answers have appeared on the screen, allowing 

students to discuss their answers before making their selection.  The correct answers are provided as part of 

the video.  

  

Evaluation and next steps 

Follow up discussions:  

What are the implications for you as an individual if a hacker gets access to your data/accounts?  

How does this differ for individuals’ vs businesses? Is the impact the same/greater and why is this?   

 

Websites:  

www.ncsc.gov.uk/CyberAware for guidance on the tips discussed in this video and other great cyber security 

resources.  

 

https://www.ncsc.gov.uk/cyberfirst/girls-competition to register for the next CyberFirst Girls’ Competition.  
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