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Social Media and Social Engineering



Is this security?
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Social Engineering



Social Engineering
• Social engineering is the term used for a broad range of 

malicious activities accomplished through human 

interactions. It uses psychological manipulation to trick 

users into making security mistakes or giving away 

sensitive information.

• Social engineering attacks happen in one or more steps. 

A perpetrator first investigates the intended victim to 

gather necessary background information, such as 

potential points of entry and weak security protocols, 

needed to proceed with the attack. Then, the attacker 

moves to gain the victim’s trust and provide stimuli for 

subsequent actions that break security practices, such as 

revealing sensitive information or granting access to 

critical resources.
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Social Engineering Attack Lifecycle

What makes social engineering especially dangerous is that it relies on human error, rather than vulnerabilities in software and operating systems. 

Mistakes made by legitimate users are much less predictable, making them harder to identify and thwart than a malware-based intrusion.



Who should you trust?
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Group Discussion



What do you post 
online?

• What types of Social Media do 
you use and what types of 
things do you post?

• What are the dangers of 
posting online and on Social 
Media?

• How do you think we can 
reduce the dangers of posting 
on Social Media?
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Activity 



Activity 
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Use Jade’s Social Media Profile to answer the 

questions on your worksheets and work out 

the password to her Online Banking App.

- - - - - - - - - - - -

*Worksheets have been provided. Please refer 

to these to complete the activity



Activity 
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Use Jade’s Social Media Profile to answer the 

questions on your worksheets and work out 

the password to her Online Banking App.

KEYBOARD1988

- - - - - - - - - - - -



Real world applications  



How to defend yourself
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Social 
Engineering

Stay aware of your 
online surroundings

Keep your accounts 
and devices private

Don’t constantly 
post your location –
This may reveal lots 
about your habits to 
potential criminals

Think before you act

Don’t accept friend 
requests of anyone 
you don’t know

If an offer or deal seems too 
good to be true, it usually is!



Thank You
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