OFFICIAL-SENSITIVE

OFFICIAL-SENSITIVE



NCSC Cyber Series: 10th Anniversary Episode

Transcript
00:00:00 Speaker 1
My alarm went off and the first voice I heard was the man to my left, because CrowdStrike had happened overnight.
00:00:08 Speaker 1
And that sense of, oh God, this day is going to go really differently from the one I was expecting.
00:00:13 Speaker 2
We're kind of gulping at the capabilities as if we're investigating a bank robbery and we're going, look at the quality of the operation by the bank robbers rather than thinking about, well, what harm was done, what were the security feelings, what are the lessons to be learned?
00:00:27 Speaker 1
Cyber, digital, tech skills are really exciting to young people.
00:00:30 Speaker 1
All of government and frankly all of industry needs to be thinking about how you grow those skills.
00:00:34 Speaker 1
It'll be the heart of the economy going forward and the heart of UK productivity.
00:00:40 Speaker 3
Hello and welcome back to Cyber Series.
00:00:43 Speaker 3
Today's episode is a special one as we celebrate the National Cyber Security Centre's 10th anniversary.
00:00:50 Speaker 3
Now over the past decade, the cybersecurity landscape has changed dramatically.
00:00:54 Speaker 3
New technologies have transformed how we live and work, cyber threats have become more complex and more frequent, and organisations have become increasingly reliant on digital services.
00:01:05 Speaker 3
The NCSC has been at the heart of helping the UK navigate those changes.
00:01:10 Speaker 3
So today, we are taking a look back at the NCSC's first 10 years through the eyes of the people who have led it.
00:01:19 Speaker 3
We’ll reflect on the major moments, the lessons learned and how technology has evolved and what the future may hold for cybersecurity over the next decade.
00:01:29 Speaker 3
Joining me are the NCSC's founding CEO Ciaran Martin, former CEOs Lindy Cameron and Felicity Oswald and current CEO Richard Horne.
00:01:38 Speaker 3
Welcome to you all.
00:01:39 Speaker 4
Thanks, Darragh.
00:01:40 Speaker 3
Hello.
00:01:41 Speaker 3
Richard, it's NCSC's 10th anniversary.
00:01:44 Speaker 3
What does it mean to you and what are your reflections?
00:01:48 Speaker 3
Thank you, Darragh.
00:01:49 Speaker 5
So I mean, it's great to have Ciaran, Lindy and Felicity here because I think my overarching reflection coming into NCSC two years ago and still today is just what an amazing organisation it is.
00:02:00 Speaker 5
And yeah, that's full credit to the three people on my left and everyone else who set it up has refined it since then.
00:02:08 Speaker 5
And I think, yeah, we did lead the world 10 years ago in setting up the NCSC.
00:02:12 Speaker 5
And I think we should be really proud of that.
00:02:14 Speaker 5
And I continue to be proud of NCSC every day, the work that we do, and the world leading positions we're able to take.
00:02:21 Speaker 5
So I think it is a real asset to the UK and credit to the whole team and these three people here.
00:02:27 Speaker 3
Thank you very much.
00:02:28 Speaker 3
Now, Ciaran, I'm going to come to you first, if I may.
00:02:30 Speaker 3
When the NCSC launched in 2016, what were you hoping the organisation would achieve and have we met those expectations?
00:02:40 Speaker 2
I hoped we'd achieve a real breakthrough in terms of managing major cyber incidents, communicating effectively with the public, and essentially broadening out some world-class expertise from GCHQ that had historically been confined necessarily to the classified space to the whole nation, which is what we needed in the digital age.
00:03:01 Speaker 2
Have we met it?
00:03:02 Speaker 2
Well, thanks largely to the others here, I think we are certainly making a bigger impact than many countries.
00:03:10 Speaker 2
I think we do have some world leading capabilities.
00:03:13 Speaker 2
I think now it's more important than ever under Richard's leadership because as you may have noticed, quite a few things are changing pretty quickly.
00:03:20 Speaker 2
And I think that the important thing for the second decade is that constant rejuvenation, innovation, re-engineering, everything.
00:03:30 Speaker 2
But the most important thing is I always felt that we had new capabilities and things like communications and guidance and engaging with industry and so forth.
00:03:40 Speaker 2
But you had to have really world-class technologists in the organisation as well.
00:03:45 Speaker 2
And keeping that has been a success.
00:03:48 Speaker 2
I think it's not unique, but it's relatively rare in the world to have some of the best people in the country and technology working for the government.
00:03:55 Speaker 2
And we need to keep that going.
00:03:57 Speaker 2
And I think Richard, under Richard's leadership, that is happening and that's brilliant.
00:04:01 Speaker 1
So as the individual who's outside of government and cyber, I think it's really noticeable how cyber, technology, digital, AI, both opportunities and risks are mainstream now in a way that they weren't when we stood up NCSC 10 years ago.
00:04:17 Speaker 1
People are talking about this around the breakfast table, around the boardroom table and everywhere else.
00:04:22 Speaker 1
So for me it's about how we ensure that we're continuing as the NCSC and this is Richard's challenge now to keep us out in front, so knowing more than others, and really ensuring that NCSC's value add, which is grounded in being part of the intelligence architecture, stays as our cutting edge.
00:04:40 Speaker 1
And I'm really excited to see what the organisation does.
00:04:43 Speaker 4
I mean, I think for me, the real benefit of NCSC is it's both grounded in unbelievably brilliant technologies, as you say, Ciaran, but also actually speaks to the real humans who are a bit scared by what technology will do for them.
00:04:53 Speaker 4
And I think that's the challenge we face at the moment with AI, and that's what we proved we could do in cybersecurity, was actually make this comprehensible for real people and real businesses, real charities like Felicities, actually understanding what they can practically do that makes a difference to their cybersecurity every day, that builds that baseline resilience and makes the UK a safer country.
00:05:12 Speaker 4
And I think that ability to go high and low, that ability to make it real and not scary and actually achievable rather than sort of ignorable, I think is the difference we've made as an organisation.
00:05:23 Speaker 5
And I think, I would add that we're in a time of geopolitical change as well.
00:05:28 Speaker 5
And so, I talked at Cyber UK about what feels like a perfect storm.
00:05:32 Speaker 5
We have one force of just such rapid technology change and rapid geopolitical change happening at the same time.
00:05:41 Speaker 5
And those two forces are coming together and cyber security is in the intersection.
00:05:44 Speaker 5
So it does feel like we're in a storm and that's fine.
00:05:48 Speaker 5
We just need to chart a steady course through it.
00:05:51 Speaker 4
If I can add, what I also think is amazing is the reputation the UK forged in cybersecurity is also something that's giving us real credit now in AI.
00:05:59 Speaker 4
So part of the reason people look to us for advice on things like AISI, AI security is actually because we proved that we could help as government to make the country safer.
00:06:09 Speaker 4
And I think that reputation for leaning into these issues is something that really matters for the UK's reputation as well.
00:06:14 Speaker 3
Has there been a particular incident that's changed how you think about cyber security and crisis response?
00:06:20 Speaker 3
Felicity, may I come to you?
00:06:21 Speaker 1
Yeah, so I led NCSC for the middle part of 2024.
00:06:26 Speaker 1
And listeners will remember that we had an election, one that maybe came a little bit quicker than we were expecting.
00:06:32 Speaker 1
So that was at the beginning of July.
00:06:34 Speaker 1
And then we just settled the new government in, had to work very hard on election security, a fantastic collaboration.
00:06:40 Speaker 1
It was broadly a cyber secure election, which we were really, really proud of and a huge reflection on all of the partnership that got there.
00:06:48 Speaker 1
And 2 weeks later, I finally thought, oh, I can have a bit of a rest.
00:06:52 Speaker 1
And I'm usually someone that gets up quite early in the morning and I put my alarm on much later, my radio alarm.
00:06:57 Speaker 1
And at ten past seven, my alarm went off and the first voice I heard was the man to my left, because CrowdStrike had happened overnight.
00:07:07 Speaker 1
And it was the first time ever I've slept past seven in years.
00:07:10 Speaker 1
I'm usually up at 5 or 6 o'clock.
00:07:12 Speaker 1
And that sense of, oh God, this day is going to go, really differently from the one I was expecting.
00:07:17 Speaker 1
Ciaran was already on the radio and I was still in bed as the chief executive of the NCSC.
00:07:21 Speaker 1
I can say that now because I'm no longer here.
00:07:23 Speaker 1
But I think for me, navigating that with a brand new government, when it technically wasn't a cyber incident, but of course demonstrated the importance of supply chains, the importance of resilience, technology challenges, and really got the new government right in their first fortnight to have a sense of the work of NCSC, the importance of being resilient to these kind of risks, but also how interconnected we are as a nation and a globe.
00:07:50 Speaker 1
So it was a very visceral experience.
00:07:52 Speaker 1
And yet Ciaran woke me up. I think that’s first time that's happened and your voice being right there is the first one I hear in the morning.
00:07:56 Speaker 1
What a horrific way to start the day.
00:08:00 Speaker 2
For me, I think the obvious choice is the WannaCry incident of 2017.
00:08:04 Speaker 2
So that is coming up for its 10th anniversary because it happened so early.
00:08:08 Speaker 2
So the NCSC came into legal being in October 2016, but only moved fully into this building a few weeks before this happened in mid-May.
00:08:16 Speaker 2
And the reason I remember it was twofold.
00:08:19 Speaker 2
One is, it was the defining early incident.
00:08:22 Speaker 2
And the second was, it now that I'm a teacher at a university, if you were to design a fictitious incident that would cover everything, it had it all.
00:08:32 Speaker 2
So it turned out there was what you might call a high side as we call it in here, but a classified element that ended up being a formal attribution of this instead, to what people thought were a cybercrime group to the state of North Korea.
00:08:43 Speaker 2
It ended up being a sort of murky story about how stolen vulnerabilities ended up in open source.
00:08:49 Speaker 2
It was a story about things going beyond the intent of the attackers, which is very relevant in the age of AI, because the loss of control over the cyber weapon, if you want to call it that, was complete.
00:09:01 Speaker 2
It was a very hard information picture.
00:09:03 Speaker 2
I mean, you will remember it yourself, Darragh.
00:09:04 Speaker 2
We didn't quite know what was happening on the ground.
00:09:06 Speaker 2
Felicity's nodding as well.
00:09:08 Speaker 2
And then, of course, there was the human impact.
00:09:11 Speaker 2
It was in the middle of another general election campaign unexpectedly that had come much earlier than anybody thought by a matter of years, not months, in 2017.
00:09:18 Speaker 2
And you had TV footage of elderly patients being released from hospital still in dressing gowns because appointments had been cancelled and so forth.
00:09:26 Speaker 2
And so that was the human impact, you had really strange technical element to it, with the intervention by the young and brilliant British cybersecurity researcher Marcus Hutchins.
00:09:37 Speaker 2
And to this day, there is a lid on a sinkhole, if you like, keeping this box of evil impounded.
00:09:43 Speaker 2
So it was a most remarkable thing.
00:09:46 Speaker 2
And a couple of learnings from it.
00:09:47 Speaker 2
One was the cyber crisis playbook tends to follow the normal crisis playbook most of the time.
00:09:54 Speaker 2
But the sort of damage assessment can be really complicated.
00:09:58 Speaker 2
You know, what is this?
00:09:59 Speaker 2
Where is it going?
00:10:00 Speaker 2
What actual damage is it doing, can take longer to emerge than it does in, for example, maybe floods and so forth.
00:10:08 Speaker 2
And the other point is, again, to stress something we've all been stressing, is that it's really the human and social impact that matters.
00:10:15 Speaker 2
There are various interesting technical details, but ultimately the people who pay our salaries, the British taxpayer and so forth, are not that bothered about them, they just want you to go and fix it.
00:10:24 Speaker 5
So I think a different incident but similar kind of ultimate impact was Jaguar Land Rover and the attack on them.
00:10:33 Speaker 5
What was interesting for me was we've always talked about cybersecurity as not just being about national security, but it's about economic impact as well and the impact on people because of that economic impact.
00:10:44 Speaker 5
And the JLR incident kind of really woke up the nation to that.
00:10:48 Speaker 5
And the fact that October GDP last year was negative growth because of one cyber incident is the sort of the legacy of that, I guess.
00:10:59 Speaker 5
But going back to Ciaran's point, yes, it was sort of huge economic impact, but the impact it had on people was, people being kept at home, not sure if they were going to get a salary because they were a supplier and not sure on the impact on their small business as a supplier up that chain.
00:11:16 Speaker 5
So I think that's the kind of, it all comes back to the human impact that makes it very real.
00:11:22 Speaker 3
I mean, those 3 examples give us a really good understanding of the complexity of the threat landscape is constantly evolving and it will develop, and it's going to develop in ways maybe that we won't even know.
00:11:34 Speaker 3
But with that in mind, what do you think is going to be the biggest cybersecurity challenge for the next decade?
00:11:41 Speaker 5
I think I would go first and I would say navigating the two forces of quite rapid geopolitical change and geopolitical tensions, in the world that we're in today, coupled with a technology landscape that is evolving so fast and developing so fast.
00:11:59 Speaker 5
And then finally, coupled with a third factor, which is the fact that the technology we have built our society on to date, has not been invested in the way it needed to be and it's riddled with vulnerabilities and we're still living with that legacy.
00:12:12 Speaker 2
One thing I think the NCSC has consistently done and is doing extremely well is going beyond the technological aspects of that and into things like the economics of it.
00:12:22 Speaker 2
Because I think to build on what Richard said, as well as this being a challenge, there is an opportunity element of this.
00:12:29 Speaker 2
The tech stack is changing more profoundly than it has for a very, very long time, if ever.
00:12:36 Speaker 2
There's a tendency sometimes, one of the things that we've always hated in this organisation, is the sort of hysterical argument that attackers are getting better all the time and the threat is increasing exponentially.
00:12:46 Speaker 2
I mean, if that were true over the last 10 years, you know, consistently exponential increase in threat, then none of us would be here.
00:12:53 Speaker 2
But we are at a point now where the capabilities are exploding in terms of what they can do.
00:12:59 Speaker 2
And you can shape that.
00:13:00 Speaker 2
And you can shape that for bad or you can shape it for good.
00:13:03 Speaker 2
And we've had a consistent problem in this sector worldwide for decades.
00:13:08 Speaker 2
And this organisation has been very strong, I think, in articulating this, that security doesn't pay its way in this ecosystem.
00:13:17 Speaker 2
And we have a chance to fix that.
00:13:20 Speaker 1
Now that I'm leading an organisation and I'm responsible for the cybersecurity of a really significant national charity, I think my perspective has evolved.
00:13:30 Speaker 1
The work that NCSC is doing to influence governance, whether it's formal codes of practice or it's just engaging with non-exec directors, chairs of organisations across all sectors, that's really important.
00:13:42 Speaker 1
And for me, all organisations taking their own steps to make themselves cyber secure and have a plan, as Lindy has said, to know what to do when an emergency happens, whatever type of emergency is so crucial.
00:13:56 Speaker 1
And my worry as the conversation turns to the sort of, super AI villains is that as a society, we take our eye off the basics you have to do in cyber hygiene.
00:14:07 Speaker 1
So I'm really pleased that NCSC continues to be having that conversation.
00:14:11 Speaker 1
But I think that's where we need to do even more and NCSC alone can't achieve that. The system has to do that.
00:14:17 Speaker 1
It's hard. I know we've got Cyber Essentials this year and we've just got Cyber Essentials Plus.
00:14:21 Speaker 1
It is hard. It takes serious investment.
00:14:24 Speaker 1
It takes great skill and determination by teams and it takes a board that's up for that spending the money and the time doing that instead of spending that money in other ways that maybe is more about delivering your frontline mission.
00:14:36 Speaker 1
So for me, actually the heart of the resilience message has to be important for the future.
00:14:41 Speaker 3
Felicity, as head of Girl Guide in UK, what skills gaps are you seeing among your members and what would you like to see change?
00:14:51 Speaker 1
Yeah, so we're working really hard with girls across the UK on all sorts of skills and building their confidence so that, because we believe girls can do anything and they're proof.
00:15:00 Speaker 1
I'm proof girls can do anything.
00:15:02 Speaker 1
They can lead massive arms of the intelligence agencies.
00:15:06 Speaker 1
And that's the case for girls across the UK.
00:15:09 Speaker 1
So Girl Guiding is one of many youth organisations working to ensure that girls understand technology, have the chance to play around with it.
00:15:16 Speaker 1
I'm really pleased we have badges that include cyber security, that's sponsored by a major tech company that I won't mention here, but also we've got badges on AI and on code breaking that we designed with Bletchley Park.
00:15:29 Speaker 1
And so that sense of my organisation is teaching girls cryptography and that's fantastic for the future.
00:15:35 Speaker 3
And Ciaran from your, the other end of the educational spectrum, what are you seeing in Oxford?
00:15:41 Speaker 2
Well, it's not really the other end because I think there's a point where the nation needs some really top level skill in organisations like the NCSC, but it's the big tech and security companies and some of the big critical infrastructure companies.
00:15:56 Speaker 2
They need people who are really, really skilled, but that's a relatively small number of people.
00:16:00 Speaker 2
Then just to Felicity's point, whether it's in a top level university or in a major charity or a local community girl guiding association, you just need people who primarily focus on all the things, but have enough basic savviness and education around the subject to help keep a community safe.
00:16:19 Speaker 2
And I find there's a lot more interest in, say, the Oxford student body, than there was even six years ago when I first came there.
00:16:28 Speaker 2
And I think there's a sort of interesting positive and slightly negative aspect of it.
00:16:33 Speaker 2
The slightly negative one is I thought when I first came into cybersecurity that generational change would take care of a problem of leadership not really understanding technology.
00:16:43 Speaker 2
I no longer think that.
00:16:44 Speaker 2
I think that the generation coming up behind me, by and large, of interesting and clever people with no exposure to this are a bit like the people who drive cars and have no interest in how they work.
00:16:53 Speaker 2
They are digital natives, but they don't understand this.
00:16:56 Speaker 2
And so there's still a fear of this subject and too many leadership positions, even amongst younger leaders.
00:17:01 Speaker 2
There's too much of a fear of looking stupid, of people who would be quite happy, who don't have a financial background, would be quite happy to ask pokey questions in boardrooms and leadership discussions about financial strategy and so forth.
00:17:12 Speaker 2
They're too scared to ask about security stuff.
00:17:14 Speaker 2
So I think that's one of the challenges to try to change that.
00:17:19 Speaker 2
On the other hand, I think, not least because of the rapid change in the development of AI.
00:17:25 Speaker 2
People are much more interested in how this stuff's governed, how it's regulated and so forth and are looking for leadership on that.
00:17:32 Speaker 2
But I think to bring those two together, one of the focuses of my new phase of life or not so new phase of life after all this time is how do you equip people?
00:17:39 Speaker 2
How do you equip leaders with enough, not deep expertise because they're deeply expert in something else, but enough expertise and enough confidence to ask the right questions to shape it, because it builds on Felicity's point.
00:17:51 Speaker 2
There's no way even an excellent institution like the NCSC, there's no way that you can shape this entire outcome by yourself.
00:17:58 Speaker 3
And with that in mind, what is there one piece of advice you'd all give to cyber leaders as they prepare for the next decade?
00:18:05 Speaker 2
Focus on impact.
00:18:06 Speaker 2
I think to Lindy's point, whilst I was stressing the technology, she's absolutely right to focus on the real world impact of what we do.
00:18:15 Speaker 2
At the moment with AI, one of my complaints, as Richard and others know well, is that we're kind of gulping at the capabilities as if when we get these incidents, it's as if we're investigating a bank robbery and we're going, look at the quality of the operation by the bank robbers rather than thinking about, well, what harm was done.
00:18:30 Speaker 2
What were the security feelings, what are the lessons to be learned and so forth.
00:18:34 Speaker 2
And I think if I remember one impact that I was particularly proud of in my time, I think it made a difference.
00:18:42 Speaker 2
I remember shortly after I left, it was during Lindy's period, there was a parliamentary investigation into ransomware.
00:18:47 Speaker 2
And the leader of Redcar and Cleveland Council gave evidence.
00:18:52 Speaker 2
And I remember I was sent this by a friend because the media headline was, council leader lambasts government for multiple failures and failure to support.
00:19:00 Speaker 2
And I was, what's going on?
00:19:01 Speaker 2
And then I got towards the end of the article.
00:19:03 Speaker 2
And she said, look, the only people who were any use during this crisis, which affected vulnerable children's services and plenty of other things, but that was the main reason.
00:19:11 Speaker 2
So the only people that were of any use from central government were the National Cyber Security Centre, because we sent a team up because we were worried about the impact.
00:19:18 Speaker 2
And I thought that was a really good illustration.
00:19:20 Speaker 2
You can have all the expertise you like, you can have the capabilities, the funding and so forth, but it's actually knowing to say, look, this matters.
00:19:27 Speaker 2
People in Redcar and Cleveland, this is what the council leader said, they didn't care, it was some Russian-based ransomware gang, whatever.
00:19:34 Speaker 2
They just cared that vulnerable children were at risk.
00:19:36 Speaker 2
And I think it's just focusing on that impact.
00:19:38 Speaker 2
And that's going to be really key in the age of AI.
00:19:40 Speaker 2
What actually matters because there's so much dazzling capability out there.
00:19:45 Speaker 2
What do we need to care about?
00:19:46 Speaker 4
I have to say, Ciaran, I think that incident is a fantastic reminder because I remember it really well, that the key lesson for everybody was have you thought through what will happen in a crisis, any crisis?
00:19:56 Speaker 4
So what if your electricity goes off?
00:19:58 Speaker 4
What if your basement is flooded and you lose your records?
00:20:00 Speaker 4
Actually, that kind of practical disaster planning, resilience planning, is the kind of thing that gets you through knowing where your emergency plan is and having it ready rather than sort of being faced with a situation you hadn't planned or prepared for.
00:20:12 Speaker 4
And we used to get those council leaders to come and talk to others and you could almost see the visceral impact it had when they listened to the conversation.
00:20:21 Speaker 4
You could see them texting their team saying, you know, have we got this ready?
00:20:24 Speaker 4
What would we do?
00:20:25 Speaker 4
That's what we need people to do.
00:20:26 Speaker 4
I think that's the best advice still.
00:20:28 Speaker 1
I'd add, I mean all of that absolutely and definitely something I see now that I'm outside of government as well.
00:20:34 Speaker 1
I think the other piece of advice I'd give is the importance of really thinking about your skills and your skills pipeline, whether you're in the cybersecurity community or outside of it.
00:20:42 Speaker 1
And I'm really proud of all of the work that NCSC did alongside the deep technical and alongside all the advice was also about growing that pipeline.
00:20:51 Speaker 1
So the work we did with Cyber First, with girls, all of those programmes are so so, important.
00:20:56 Speaker 1
And actually with government carrying that on now with Tech First is so important.
00:21:01 Speaker 1
In my new job, I see that day in, day out.
00:21:03 Speaker 1
Actually, cyber, digital, tech skills are really exciting to young people.
00:21:07 Speaker 1
All of government and frankly, all of industry needs to be thinking about how you grow those skills, that will be the heart of the economy going forward and the heart of the UK productivity.
00:21:15 Speaker 1
So investing in the skills, even if you're a really small business, is so important.
00:21:19 Speaker 5
The only thing I'd add is to build on what Lindy said, and that is for organisations, the risk is closer than they realise.
00:21:26 Speaker 5
And it's very easy to think this is a risk that doesn't impact us or, you know, kind of, we're okay or what have you.
00:21:33 Speaker 5
And actually to, as an organisation, talk with organisations that have been through cyber events.
00:21:39 Speaker 5
I think it's probably the most important thing because it's only then that you get the emotion and the reality check that actually this is nearer than we think.
00:21:46 Speaker 3
And changing tact ever so slightly, I want to ask a question about leadership and Lindy, if I can come to you first on this.
00:21:53 Speaker 3
How has your leadership of NCSC, how has it changed your approach to general leadership today?
00:22:02 Speaker 4
So being leader of NCSC was just the most immense privilege.
00:22:06 Speaker 4
I mean, I think I remember and I suspect we all remember standing on stages at Cyber UK, looking at the whole UK and many of the international cyber community and feeling that responsibility to both pull that community together and communicate really effectively to them.
00:22:19 Speaker 4
And I think it made me a sort of a bigger leader and a better communicator.
00:22:24 Speaker 4
It made me really thoughtful about our impact on the public and the sort of the link we have to customers, to suppliers.
00:22:30 Speaker 4
It made me think much harder about the role of the private sector and actually the interaction between government and the private sector.
00:22:36 Speaker 4
So I really enjoyed my time here and it taught me so much about how to be a better government leader for having that much bigger exposure to a much wider range of sectors.
00:22:45 Speaker 1
So for me, I think the lesson that I learned, it was a massive privilege to work here, to lead the organisation for a time, and also I've worked for all three of these individuals around the table with me.
00:22:55 Speaker 1
So I've also learned from all of them as bosses and colleagues.
00:22:59 Speaker 1
But for me, really taking away with me into my new role, the sense of collaboration.
00:23:04 Speaker 1
And it's not just about collaborating with the next organisation over, but it's really thinking about how you collaborate on that system level, to achieve things across a table in a different way.
00:23:14 Speaker 1
I think one of the things that right at the beginning of NCSC when I was working for Ciaran helping to stand the organisation up, the sense of what we can tap into with the Five Eyes relationships beyond that into all of our global partners as well as into industry, actually really are phenomenal.
00:23:29 Speaker 1
And that sense of you have to start that with humility and openness, to hear feedback about yourselves and not just go in and sort of slam your asks on the table.
00:23:38 Speaker 1
And I think for me that sense of collaboration and working at a system level is so important for all organisations.
00:23:44 Speaker 2
I'd add 2 things.
00:23:45 Speaker 2
One is, I did learn a lot about surrounding yourselves with very good people with very different skills.
00:23:50 Speaker 2
So we're speaking in this wonderful, operationally brilliant building.
00:23:55 Speaker 2
And as Felicity can attest profoundly, managing building projects was not one of my core skill sets, but it turns out Felicity was extremely good at it.
00:24:05 Speaker 2
So really relying on all the people and we had great technical leadership, great communications leadership, great outreach leadership as well.
00:24:13 Speaker 2
The second point is, I mean, this job does strange things to you.
00:24:16 Speaker 2
Lindy and I, as you can tell, have similar backgrounds given our accents, but Lindy has now been promoted to one of the most senior jobs in the public service and I've never set foot in a public service leadership role again.
00:24:25 Speaker 2
So who knows what, and Felicity's now outside government.
00:24:29 Speaker 2
We'll wait and see what happens to you, Richard, when the time comes.
00:24:32 Speaker 2
But I guess one thing that I learned as a career civil servant was, every Prime Minister in my time in the civil service, and I go back to the last few weeks of John Major, talked about the public sector doesn't take enough risk.
00:24:46 Speaker 2
And I think in the NCSC, I don't quite know why, and it's probably too long a story to speculate, but there was a little bit of a culture of taking a few risks, pushing yourself, perhaps breaking a few eggs, not moving fast and breaking things in the Silicon Valley type of way, but beginning to think that maybe this new paradigm of digital risk meant that you had to act a bit differently from conventional civil service ways.
00:25:12 Speaker 2
And it was in many ways great fun to do that and very rewarding.
00:25:17 Speaker 5
One thing I would add is just the power of partnerships.
00:25:19 Speaker 5
And as a leader building an organisation and developing it like the NCSC, we don't exist in isolation.
00:25:25 Speaker 5
We are the sum of our partnerships and they are incredible, whether it's partners in the private sector, whether it's partners across our government in the UK and different government departments and international partners, we're privileged to be part of the Five Eyes, and the work we're able to do as a collective just far outweighs what we could do individually.
00:25:45 Speaker 5
So the power of partnerships I think is the big lesson for me.
00:25:49 Speaker 4
So the one thing I want to say was, first of all, to say credit to Ciaran.
00:25:53 Speaker 4
I mean, I do think that this was a genius idea.
00:25:55 Speaker 4
And I think as the founding CEO, he deserves a massive amount of credit because there are very few people I know who could have had the, the ability to take the kind of risk you described actually inside government and set this up in the form it did, and we all inherited something quite remarkable.
00:26:07 Speaker 4
The second bit is I was really proud actually to be the second Northern Irish CEO and actually one of the things NCSC has done brilliantly, is actually reach all parts of the UK.
00:26:14 Speaker 4
It's very much not a London-centric organisation.
00:26:16 Speaker 4
You know, we have tentacles in lots of places, but in particular, we've made it a real point, I think, to get out to all the nations of the UK and actually to think about how we reach new local government, you talked about in the Redcar and Cleveland, reaching small businesses as well as big ones as well.
00:26:28 Speaker 4
And I think that's a whole society thing I'm really proud of.
00:26:30 Speaker 3
Thank you.
00:26:31 Speaker 3
And Richard, NCSC is celebrating its 10th anniversary.
00:26:36 Speaker 3
What do you hope to see over the next 10 years?
00:26:38 Speaker 5
So I think the point that we started with that Ciaran, Lindy and Felicity all reflected is, the NCSC will still need to be a set of brilliant individuals who understand technology and its impact on society.
00:26:54 Speaker 5
And so my hope is that through all the change in the technology base and all the change in society, we continue to be that organisation that really understands the technology at incredible depth, and can apply that to society, to individuals, to businesses, to government and increasingly to international politics and can help chart that way through that keeps us secure as a nation, secure as individuals and secure as businesses and organisations in that.
00:27:25 Speaker 3
Thanks to all of you for joining us and for sharing your reflections on the NCSC's first 10 years.
00:27:31 Speaker 3
What's clear from today's discussion is just how much the cybersecurity landscape has evolved over the past decade and how important it is that organisations continue to adapt alongside it.
00:27:42 Speaker 3
As the NCSC enters its second decade, the opportunities and challenges ahead are significant, but so too is the experience and the expertise that's been built up over the last 10 years.
00:27:52 Speaker 3
And thank you, for listening to Cyber Series.
00:27:55 Speaker 3
If you'd like to learn more about the NCSC's work, you'll find more information in the episode description or at ncsc.gov.uk.
00:28:04 Speaker 3
Until next time.
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