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Episode 3: Institutional Wilful Blindness (Part 2)
Transcript
00:00:01 Speaker 1
The hero is the person who dared to get the conversation started.
00:00:06 Speaker 1
And if they can feel safe in doing that, and safe in feeling that if it turns into nothing, that's okay too, then you're much more likely to have people take their individual security roles more seriously, because we all depend on each other.
00:00:24 Speaker 2
Welcome back to part 2 of this episode of Cyber Series looking at how people view and respond to risk.
00:00:31 Speaker 2
I'm joined again by Margaret Heffernan, entrepreneur, chief executive and author, Professor Genevieve Lively, Professor of Classics and Director of Research at the Institute for Sociotechnical Cyber Security, that's the NCSC's Research Institute, and Catherine, Head of Social Sciences at the National Cyber Security Centre.
00:00:50 Speaker 2
Last time we talked about why people struggle to act on risks they already know exist and why organisations need a just culture where people feel safe speaking up.
00:01:00 Speaker 2
In this episode we're looking at how to tell stories that make people want to act and how leaders can respond to incidents without tipping into blame and why people aren't the weakest link in an organisation's defences.
00:01:14 Speaker 2
They might be the best part of it.
00:01:16 Speaker 2
At the end of the last episode, we introduced the idea that the way organisations tell stories around security is key to getting buy-in from people, as Margaret Heffernan explains.
00:01:27 Speaker 1
I think there's also something really interesting that I've noticed in general in lots of the organisations I write about or work with.
00:01:35 Speaker 1
And that's that there are two different stories and one has a great deal more power than the other.
00:01:40 Speaker 1
The first story is the whistleblower, the person who dares to say,
00:01:45 Speaker 1
Our systems aren't robust enough.
00:01:48 Speaker 1
Our safety procedures are not robust enough.
00:01:50 Speaker 1
We're cutting corners.
00:01:51 Speaker 1
We're cutting budgets.
00:01:52 Speaker 1
We shouldn't be doing this.
00:01:54 Speaker 1
The most resonant whistleblower story, which has funded hundreds of movies, is the noble person stands up to try to save the organisation and gets torn to shreds and his life or her life is ruined.
00:02:10 Speaker 1
But there's another story which I've encountered frequently, and I always write about them where I can, where somebody says, actually, I think we have a problem.
00:02:19 Speaker 1
And they do this with great nervousness and insecurity, but because they really care about the organisation, they can't not do it.
00:02:26 Speaker 1
And they put their hand up and they say, you know, I just don't think this is robust.
00:02:31 Speaker 1
I can see this or I did that.
00:02:34 Speaker 1
And they're not shot down and the problem is solved.
00:02:39 Speaker 1
And what's extraordinary is how rarely people tell that story.
00:02:44 Speaker 1
Because what all the research on whistleblowers shows is that by and large, whistleblowers are not slightly quirky people with weird perspectives on life.
00:02:56 Speaker 1
They are some of the most loyal employees in the organisation who get bent out of shape when they see things being done poorly.
00:03:04 Speaker 1
So the first is really take them seriously if they've had the courage to speak up and say, I think we have a problem.
00:03:11 Speaker 1
Definitely follow up.
00:03:12 Speaker 1
If it turns out they don't, that there isn't a problem or the problem's trivial, still thank the person.
00:03:21 Speaker 1
And if it turns out it really was a huge problem, make this person a hero in the organisation.
00:03:27 Speaker 1
Put them on a pedestal because they did the right thing.
00:03:31 Speaker 1
And in general, what organisations do is they fix the problem and they don't talk about it because they hate to acknowledge that it existed in the 1st place.
00:03:39 Speaker 1
But if you can turn these people into the heroes that they truly are, that will make people think the next time they have a concern that maybe speaking up is a gift, not a danger.
00:03:53 Speaker 3
Margaret, that is brilliant for so many reasons, but from a narratological point of view, that's really cool because you've taken, frankly, quite a boring plot.
00:04:04 Speaker 3
something happened, someone spots that, disaster reverted, like I'm not going to pay to go and see that in the everyman.
00:04:11 Speaker 3
But you've turned that into a plucky underdog story with success and cost saving.
00:04:16 Speaker 3
And you've also highlighted, you know, how difficult it is to tell stories that aren't the disaster, you know, movie equivalents of, you know, this company went down in flames because of this, you know, silly thing one person does.
00:04:28 Speaker 3
We do hear that other story a lot.
00:04:30 Speaker 3
This one team, the one person who clicked on the wrong, e-mail or forwarded something from home to work because they thought it would be safe.
00:04:38 Speaker 3
So those stories we tell quite readily, but trying to find clever ways as you've just done to tell stories that have cognitive stickiness that are going to be dramatic and interesting.
00:04:49 Speaker 3
Because that's really hard.
00:04:50 Speaker 3
That's the other thing to acknowledge that we definitely do need better stories and to tell them better.
00:04:56 Speaker 3
But it's hard to tell stories that are attractive or interesting when
00:05:02 Speaker 3
there's nothing to see.
00:05:04 Speaker 3
When the NCSC and HQ and businesses do everything right and do their jobs well, there's no drama.
00:05:11 Speaker 3
There's nothing to see here.
00:05:13 Speaker 3
How can we use sort of counterfactuals and stories to show all that hard work that's keeping us safe online?
00:05:19 Speaker 3
Because that's kind of dull.
00:05:20 Speaker 3
But it's really, really, it is sexy to go back to your earlier point.
00:05:24 Speaker 1
Well, it's interesting because I've done some work with the NHS and, you know, which has a huge problem with organisational silence.
00:05:31 Speaker 1
And in one of the trusts, they have a particular person to go to if some totally intractable problem is not getting any kind of attention.
00:05:41 Speaker 1
This is a nurse named Helene Donnelly, said, when people contact me and we fix the problem, that's great, but the most important thing is to tell that story, that this person dared to do that.
00:05:56 Speaker 1
As a consequence, we did the following, and the result is that we're in a much better position and we averted danger.
00:06:04 Speaker 1
And I mean, I do truly believe there are ways of telling these stories, but there's a real reluctance to because it suggested there was a problem in the 1st place.
00:06:14 Speaker 1
And I think you just need to be kind of more imaginative to see that the hero is the person who dared to get the conversation started.
00:06:23 Speaker 1
Because I think, honestly, for all the talk that there is about psychological safety, you can say we'll never shoot the truth teller.
00:06:32 Speaker 1
It's very rare for people to believe that.
00:06:35 Speaker 1
The organisational silence data shows that mostly people think, you know, it either won't be worth it because nothing happens or it won't be worth it because you'll get in trouble.
00:06:46 Speaker 1
But actually being able to say that this is how you could make your mark, that's kind of interesting.
00:06:53 Speaker 2
In your conversation there.
00:06:56 Speaker 2
You've actually answered two of my other questions, like, well, who is the person, who is telling these tales, who is going to be telling the stories, and which you've answered there, and also what does good leadership actually look like in there?
00:07:07 Speaker 2
So between both of those, it's, you know, anyone can tell the tale.
00:07:11 Speaker 2
It's if it's sort of the plucky underdog, or it could be anyone, middle management could be anyone, could be a leader who actually recognises and tells the tale downwards, and it can go both ways.
00:07:21 Speaker 2
But as you say, good leadership is recognising what is being presented to you and acting upon it or explaining a rational reason why something is not going to be acted upon.
00:07:33 Speaker 2
But it's, I suppose in one way, Catherine, if I could come to you just telling that tale, you know, how do we tell the stories?
00:07:42 Speaker 2
How do you frame cyber risk then?
00:07:44 Speaker 2
If we're going to tell the story of cyber risk, how do we do that in a way that makes it easier to act?
00:07:49 Speaker 4
Well, one of the things I would point to is NCSC's culture principles.
00:07:54 Speaker 4
NCSC on their website have 6 culture principles about how you create that resilient cybersecurity culture.
00:08:01 Speaker 4
And one of the first ones is you make cyber security an enabler for the mission.
00:08:08 Speaker 4
You make it essential to the mission, not something that everyone, that someone else does or that a cyber security team does.
00:08:14 Speaker 4
You make it a core part of achieving what we achieve.
00:08:18 Speaker 4
It's a bit like, you know, the janitor, you know, in NASA, the apocryphal story, you know, we are all in this together, no matter what you were doing, we all contributing to it.
00:08:28 Speaker 4
And actually, I was thinking, Margaret, that when you said earlier and we talked about COVID and then and the aviation industry.
00:08:35 Speaker 4
And then you said, when you get to interest where people aren't dying, I would argue that, in major cyber attacks, particularly when you look at the NHS, that is the risk people do die.
00:08:48 Speaker 4
And actually, we as individuals, we're the kind of first line of that.
00:08:53 Speaker 4
We are the we are where the risks happen.
00:08:56 Speaker 4
So you do you know, we talked about the army, you do have the cyber army, you have the NCSC and the other government agencies that are doing that kind of like fundamental cyber security.
00:09:06 Speaker 4
But you need that home guard.
00:09:08 Speaker 4
We're at the edges where these attacks come in.
00:09:12 Speaker 4
They have to get through us to get to the kind of like the sort of central organisation.
00:09:17 Speaker 4
So make everyone feel like part of that army, that home guard to an essential mission, which is keeping the UK safe.
00:09:26 Speaker 1
Yeah, no, I think that's absolutely right.
00:09:28 Speaker 1
You know that it.
00:09:29 Speaker 1
I mean, it goes back to, also to the dustbins in train stations.
00:09:33 Speaker 1
It is everybody's job.
00:09:35 Speaker 1
I think what's really tricky is so many people at the moment are feeling absolutely overwhelmed.
00:09:41 Speaker 1
You know, they're incredibly busy.
00:09:43 Speaker 1
They're terrified of losing their jobs.
00:09:45 Speaker 1
They're totally confused by AI.
00:09:49 Speaker 1
And, you know, I think you have to craft a really important narrative to cut through the amount of anxiety people are already carrying, which is quite prodigious, I think, at the moment.
00:10:01 Speaker 1
And it's all very inchoate.
00:10:03 Speaker 1
It's all very intangible.
00:10:05 Speaker 1
So the notion that little old me not clicking on that link could save the world is quite a tricky thing to do.
00:10:15 Speaker 1
On the other hand, I guess if you speak to people's desire for self-preservation, which is if you don't click on this link, you know, you might save yourself months and months of grief.
00:10:26 Speaker 1
I guess that could be powerful too.
00:10:29 Speaker 3
As you say, Margaret, people have a lot going on right now and I don't think that's going to change anytime soon.
00:10:35 Speaker 3
So what are the really simple things that people can do individually?
00:10:40 Speaker 3
I'm always struck, you talked about the absence of bins in train stations and airports and the like.
00:10:47 Speaker 3
And I'm always struck when I'm on a train how the, you know, the see it, say it, sort it slogan actually has landed and people are still suspicious just by that, case.
00:10:58 Speaker 3
And I wonder what the equivalent is for cyber security.
00:11:02 Speaker 3
Like what's the snappy slogan?
00:11:04 Speaker 3
I mean, see it, say it sort of is not, it's not the best slogan, but it kind of sticks and kind of works.
00:11:11 Speaker 3
So what would the equivalent be for cyber security?
00:11:15 Speaker 3
And I kind of want to push that thought experiment a step further.
00:11:19 Speaker 3
We've been talking a little bit about other domains where safety and security are critical.
00:11:25 Speaker 3
And we talked about aerospace and we've talked about health.
00:11:28 Speaker 3
And one of the sort of analogies for cybersecurity that I think comes to mind for me, and I wonder if we could do more with, is think how successful in Australia campaigns against skin cancer have been around, the, was it, slip, slap, slop.
00:11:46 Speaker 3
It's something that I can take personal responsibility for, like me and my kids, and I can do something about it.
00:11:53 Speaker 3
And it's also something that becomes routine.
00:11:56 Speaker 3
When we use military metaphors to kind of frame something like cybersecurity, we get tired, you know, that we can't keep fighting this monster.
00:12:06 Speaker 3
Military metaphors speak to the narrative tropes of overcoming the monster.
00:12:10 Speaker 3
We want to kill that monster at some point.
00:12:12 Speaker 3
The war that goes on forever, becomes dystopian.
00:12:16 Speaker 3
So how can we just make this part of routine day-to-day life?
00:12:21 Speaker 3
And I think finding a campaign like that Australian campaign for the slip slap slop would be, whoever can come up with that, I think, you know, would be a hero in this quest narrative.
00:12:33 Speaker 4
And Daryl, that must be music to your ears, given your role in NCSC.
00:12:37 Speaker 4
And again, I'll go back to COVID where suddenly all
00:12:40 Speaker 4
All of us were like amateur microbiologists talking about our numbers and all these things.
00:12:44 Speaker 4
And that was down to the power of good scientific communication.
00:12:49 Speaker 4
And I've talked about this before with Genevieve, that we as technologists, or not Genevieve and Margaret, because they're great, but NCSC as technologists and researchers need to be amazing at communicating what it is that we do to people who don't necessarily understand what all these words mean.
00:13:10 Speaker 2
And that is a thing, as you say, Catherine, is that, as in my role as Director of Communications here in NCSC, it is a constant challenge.
00:13:17 Speaker 2
And storytelling, Genevieve, is a thing we are often tasked with and, you know, is self-imposed tasking as well.
00:13:25 Speaker 2
You know, how do we get our message across to ensure that people act upon it?
00:13:29 Speaker 2
And I suppose that brings me to another point I wanted to make in terms of as leaders, you know, how do leaders strike that right balance between accountability and avoiding a blame culture when incidents do happen?
00:13:43 Speaker 2
We were just talking about personal responsibility there.
00:13:47 Speaker 2
So how can leaders strike that right balance between saying, oh yeah, it was your fault because you clicked on the link or an accountability when an incident does happen?
00:13:58 Speaker 1
Well, I think you can talk about the circumstances that led to that person clicking on the link for a start, because often it is something any of us could have done.
00:14:11 Speaker 1
So instead of hanging them out to dry, just say, actually these kinds of errors, because everybody's done their exercises and so on, anybody could do it.
Just goes to show how easy it is.
00:14:24 Speaker 1
So it's not necessarily somebody's done this maliciously.
00:14:27 Speaker 1
They've been careless.
00:14:29 Speaker 1
So in a way, I think it's a more powerful story if you don't hang the person out to dry, quite frankly.
00:14:36 Speaker 1
I think you could also talk about the immense amount of work it takes to clear up after one of these things.
00:14:41 Speaker 1
I mean, I was actually, you know, Genevieve talked about the M&S problem.
00:14:47 Speaker 1
I was working quite closely with someone who knew that team very well.
00:14:52 Speaker 1
I mean, this team just went through weeks and weeks of abject misery.
00:14:58 Speaker 1
And you can talk about that and the distraction and the overnights and the overnights and the overnights.
00:15:05 Speaker 1
And of course, you've also got the press coverage.
00:15:08 Speaker 1
I think people are going to be pretty careful at Marks and Spencer's for many years to come because that will become a kind of legendary story that these things do happen.
00:15:18 Speaker 1
I don't think anybody working for M&S any longer believes that cybersecurity isn't an issue that matters to them.
00:15:26 Speaker 1
But I think to your point, Darragh, if you do really excoriate someone who may have made an error, then the message you are sending is just never stick your head above the parapet.
00:15:40 Speaker 1
Never step out of line.
00:15:42 Speaker 1
And now you will actually have made the problem worse.
00:15:45 Speaker 1
I'm not saying if you think it was done with evil intent, you shouldn't do something about it.
00:15:49 Speaker 1
But if you in investigation discover this was an innocent error,
00:15:55 Speaker 1
You need to be quite careful about not demonising the person, but explaining this is something that anybody might have done.
00:16:03 Speaker 1
So let's make sure nobody does again.
00:16:06 Speaker 2
And there is an element of, it could actually be the boards themselves who haven't done enough.
00:16:11 Speaker 2
It might not be an individual.
00:16:12 Speaker 2
I mean, we need to look it through that lens as well.
00:16:15 Speaker 2
So it might not come down to one individual, but as an organisation wide you haven't done enough or you did everything you could do and yet you still suffered a cyber attack and then you have to have the difficulty of recovering from it.
00:16:31 Speaker 2
What are the thoughts on that in terms of striking that right balance between accountability and the blame culture?
00:16:38 Speaker 2
It might come from boards, accept boards, etc.
00:16:41 Speaker 1
Well, in just culture, one of the acid questions is,
00:16:47 Speaker 1
If someone else had been in a similar situation, might they have done the same thing?
00:16:52 Speaker 1
And the reason they ask the question in aviation is it may be that there is a design fault in the door or whatever.
00:17:01 Speaker 1
And if there is, then we want to fix the fault, not punish the person who couldn't get the door shut properly, right?
00:17:09 Speaker 1
So I think that's the first kind of acid test, which is might anyone else in the same position have done the same thing?
00:17:16 Speaker 1
Sleep is often quite a big issue in accidents of all kinds, which is if you work people exceptionally long hours, you can guarantee they will start to make mistakes.
00:17:28 Speaker 1
I think in most businesses, most organisations, nobody thinks about this with sufficient seriousness.
00:17:35 Speaker 1
I mean, because I spend a lot of my time researching industrial accidents, I can tell you almost every serious industrial accident sleep deprivation is a significant cause.
00:17:47 Speaker 1
We forget because we can't see our brain working when we think.
00:17:51 Speaker 1
We forget that thinking is a physical activity.
00:17:54 Speaker 1
And when we don't sleep, we aren't actually keeping our brain in a fit condition to make good calls.
00:18:03 Speaker 1
So sleep has interfered with safety in many of the accidents at BP.
00:18:08 Speaker 1
It happens in lots of spillages and things like this.
00:18:13 Speaker 1
So it's really important when things go wrong to think very deeply about are the working conditions of our people such that they can do their best work?
00:18:25 Speaker 1
Because the most righteous person and the most fastidious person in the world, if they are sleep deprived, is going to make mistakes.
00:18:36 Speaker 3
Margaret, can I amplify what you're saying there?
00:18:38 Speaker 3
It's about cybersecurity.
00:18:41 Speaker 3
I'm going to say this because I'm director of NCSC's Socio-Technical Research Institute, but it's not about the tech, it's about their people.
00:18:49 Speaker 3
We've got to think about, as you say, thinking is a physical activity.
00:18:53 Speaker 3
You know, humans aren't on other lines of code at the end of a machine.
00:18:57 Speaker 3
We've got to think about the human animal.
00:19:00 Speaker 3
And Risk has done some work recently around 11 universal barriers, being sleep deprived.
00:19:06 Speaker 3
but also stressed and unconfident and distracted and as you say, all those kind of factors that impact upon our ability with the best will in the world that might impact upon our ability to behave securely and do everything right.
00:19:22 Speaker 3
I think reminding ourselves constantly that people are really critical in this frontline defence.
00:19:28 Speaker 1
But I think the thing that's really important, Genevieve, is that people are also one of the best things in the system.
00:19:35 Speaker 1
So yes, they are a risk when they're exhausted.
00:19:38 Speaker 1
Yes, they're a risk when they're multitasking or they're overwhelmed.
00:19:42 Speaker 1
Yes, they're a risk when they're being obedient to a bad order or when they're conforming to a bad standard.
00:19:51 Speaker 1
But they are also the people who have the capacity to spot something that nobody's been looking for and say, that looks a bit odd.
00:20:00 Speaker 3
I could not agree more.
00:20:02 Speaker 3
If I never hear, people are the weakest link, again, then it will be too soon.
00:20:08 Speaker 4
And a reminder that people don't operate in a vacuum either.
00:20:11 Speaker 4
Socio-technical research, which is what Genevieve and her research institute do, look at not only the people, but the systems with which they are in.
00:20:19 Speaker 4
So whether that's the organisational culture, what's going on for them at home, what the environment, you know, we've all just sat through a lot of us through weeks of boiling hot weather where we haven't slept properly, where our minds aren't functioning properly.
00:20:33 Speaker 4
Again, that's a system which we are working, which is no one's fault, but mistakes will be made.
00:20:39 Speaker 4
So look at the wider system in which your people and which your organisations are working.
00:20:44 Speaker 4
Are they worrying about money?
00:20:45 Speaker 4
Are they worrying about job security?
00:20:47 Speaker 4
You know, what else are they is taking up their cognitive load.
00:20:51 Speaker 2
Catherine, and staying with you for the moment,
00:20:56 Speaker 2
And I'll come to all of you.
00:20:57 Speaker 2
But what does a truly resilient organisation look like when the culture, people and tech come together?
00:21:03 Speaker 4
I think it's embedded right from the very beginning.
00:21:06 Speaker 4
So the organisation in which we work, NCSC and the organisation that we work with in GCHQ, security culture is embedded from the very beginning.
00:21:16 Speaker 4
So though there are issues as there are with any organisation, you know, for example, if you're walking around and you're not displaying your security pass, you know, no matter whether you're the head of the organisation or any member of the organisation, someone will say, did you know you're not wearing your pass?
00:21:32 Speaker 4
And no one's embarrassed.
00:21:34 Speaker 4
No one gets mad at it.
00:21:36 Speaker 4
No one gets defensive.
00:21:37 Speaker 4
It's just kind of like, oh gosh, yeah, I forgot.
00:21:39 Speaker 4
All right, you know, I put it away.
00:21:41 Speaker 4
And that's embedded from just the minute you walk into the organisation.
00:21:46 Speaker 4
So you've got to embed it at every stage and in every part of what you do.
00:21:50 Speaker 2
Genevieve.
00:21:52 Speaker 3
I think that's such a great question.
00:21:54 Speaker 3
We focus on risk at the expense of resilience too often, I think.
00:21:58 Speaker 3
And increasingly, it's a question of not if, but when an organisation is going to have to face some kind of incident.
00:22:08 Speaker 3
And having muscle memory, I'm again just emphasising, that the people in the loop here, having muscle memory about what to do when that happens.
00:22:18 Speaker 3
Who are the Ghostbusters in this situation?
00:22:21 Speaker 3
Who's the first person I pick up to call?
00:22:24 Speaker 3
And how do I find their number if all my systems are down?
00:22:27 Speaker 3
Where's it written down?
00:22:28 Speaker 3
How do I use a call box?
00:22:29 Speaker 3
But those practical elements of what do I do when, not if.
00:22:35 Speaker 3
And that might mean going back to something that we've learned the world of safety again.
00:22:40 Speaker 3
What's a fire drill for a cybersecurity incident look like in my organisation?
00:22:46 Speaker 3
And running those drills so that everyone knows, even if they grumble about it from time to time.
00:22:51 Speaker 3
So I know what to do and everyone knows what to do because we are all in this together when it goes down.
00:22:58 Speaker 2
Margaret, finally for me.
00:23:00 Speaker 1
Yeah, I think this goes back to the social theme.
00:23:04 Speaker 1
I think often people don't know what to do.
00:23:07 Speaker 1
I think it's one reason why it's really, really important for people to have friends and allies at work.
00:23:13 Speaker 1
And I know this has become kind of slightly unfashionable, you know, this sense that no, you don't want to have friends at work because then you'll be working all the time, which I think is a kind of just very bad logic.
00:23:26 Speaker 1
But I can think of many instances where people in organisations have been concerned about something and they didn't feel confident enough to go and talk to somebody important or senior.
00:23:37 Speaker 1
So what did they do?
00:23:38 Speaker 1
They talked to each other.
00:23:40 Speaker 1
And I often advise people in this situation to talk to each other because you may have got the wrong end of the stick.
00:23:46 Speaker 1
You may not quite understand the system.
00:23:49 Speaker 1
And if you're anxious about raising a concern, it's very much easier to go and say, we're concerned, than to say, I'm concerned.
00:23:58 Speaker 1
But having friends and trusted colleagues at work,
00:24:02 Speaker 1
You can raise concerns without feel like you're blowing a whistle and you can get some sense of am I right, am I wrong?
00:24:11 Speaker 1
Frequently what happens is people say, yeah, I'm not very comfortable about that either.
00:24:18 Speaker 1
Well, okay, so now maybe this is a bit more serious than you thought it was if other people are thinking about it.
00:24:24 Speaker 1
On the other hand, if they say, oh no, actually you've misunderstood, it's this way, they're not that way, it's great, my anxiety is resolved.
00:24:32 Speaker 1
But I think a very big part of safety at work is having trusted colleagues with whom you can explore the things that leave you uncomfortable.
00:24:44 Speaker 1
It's the only way you get to know is it a risk or not.
00:24:49 Speaker 1
And it's the way that you can have a really productive, we're concerned about this conversation, rather than what feels like stepping out of line and doing something requiring huge amounts of courage or boldness.
00:25:04 Speaker 2
Before we finish, may I ask you each for one practical thing organisations themselves should start doing now to move from simply understanding cyber risk to really acting upon it?
00:25:18 Speaker 2
We just talked about what individuals doing, but what should organisations do to move from that simple understanding of cyber risk to acting upon it?
00:25:26 Speaker 3
I'm going to jump in there and think about translating this into a fire drill.
00:25:31 Speaker 3
What does the organisation of whatever size need to do in this character?
00:25:35 Speaker 3
Who rings the bell and what does everyone do?
00:25:38 Speaker 3
So having more fire drills around this I think would be fab.
00:25:42 Speaker 4
Asset management is so basic.
00:25:44 Speaker 4
Know what technology your organisation has.
00:25:48 Speaker 4
All of your cybersecurity foundation rests on knowing what you have.
00:25:52 Speaker 4
Asset management.
00:25:54 Speaker 1
And I guess I would say that, the story that's so important to tell is the degree to which the entire organisation is its security force.
00:26:04 Speaker 1
That yes, there are people whose job titles have security in them, but the reality is that to the degree that everyone feels that they could save the day, not click the link, you're going to have a much greater pervasive surveillance of your own system on your own behalf.
00:26:24 Speaker 1
And you're much more likely, if there is a risk or an attempt, that somebody might put their hand up and say, this just doesn't feel right.
00:26:34 Speaker 1
This just doesn't look right.
00:26:36 Speaker 1
And if they can feel safe in doing that and safe in feeling that if it turns into nothing, that's okay too, then you're much more likely to have people take their individual security roles more seriously because we all depend on each other.
00:26:54 Speaker 2
That's a good place to leave it.
00:26:55 Speaker 2
Thank you to Margaret, Genevieve and Catherine for a genuinely useful conversation.
00:27:00 Speaker 2
What comes through clearly is that cybersecurity isn't only a technological problem, it's about how organisations think and how they choose to act.
00:27:10 Speaker 2
Building real resilience means putting security at the centre of an organisation's mission.
00:27:15 Speaker 2
Run fire drills so people know what to do when something goes wrong.
00:27:18 Speaker 2
Keep asset management basic and current.
00:27:22 Speaker 2
And above all, help every person in the organisation feel like part of the security team, not just the people whose job title says so.
00:27:30 Speaker 2
Thanks for listening to the Cyber Series.
00:27:32 Speaker 2
If you haven't already, please follow the podcast in your app so you don't miss an episode.
00:27:37 Speaker 2
And if you found this interesting, please consider leaving us a review.
00:27:41 Speaker 2
Until next time, cheerio.
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Episode 3: Institutional Wilful Blindness (Part 2)   Transcript   00:00:01 Speaker 1   The hero is the person who dared to get the conversation started.   00:00:06 Speaker 1   And if they can feel safe in doing that, and safe in feeling that if it turns into nothing, that's okay  too, then you're much more likely to have people take their individual security roles more  seriously, because we all depend on each other.   00:00:24 Speaker 2   Welcome back to part 2 of this episode of Cyber Series looking at how people view and respond  to risk.   00:00:31 Speaker 2   I'm joined again by Margaret Heff er nan, entrepreneur, chief executive and author, Professor  Genevieve Lively, Professor of Classics and Director of Research at the Institute for  Sociotechnical Cyber Security, that's the NCS C 's Research Institute, and Catherine, Head of  Social Sciences at the National Cyber Security Centre.   00:00:50 Speaker 2   Last time we talked about why people struggle to act on risks they already know exist and why  organisations need a just culture where people feel safe speaking up.   00:01:00 Speaker 2   In this episode we're looking at how to tell stories that make people want to act and how leaders  can respond to incidents without tipping into blame and why people aren't the weakest link in  an organisation's defences.   00:01:14 Speaker 2   They might be the best part of it.   00:01:16 Speaker 2   At the end of the last episode, we introduced the idea that the way  organisation s tell stories  around security is key to getting buy - in from people, as Margaret Heffernan explains.   00:01:27 Speaker 1   I think there's also something really interesting that I've noticed in general in lots of the  organisation s I write about or work with.   00:01:35 Speaker 1   And that's that there are two different stories and one has a great deal more power than the  other.  

