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Introduction

Highly disruptive cyber attacks can leave organisations unable to operate normally for weeks or
even months. They can affect multiple systems and disrupt critical services, placing significant
pressure on leaders and responders who must make difficult decisions. Recovery is often more
complex and time-consuming than organisations initially expect.

Ransomware attacks are designed to create enough disruption that paying the ransom appears
to be the quickest or least harmful option. However, organisations often have more recovery
options than they initially realise. Understanding these options is a key focus of this collection.

What do we mean by a highly disruptive cyber attack?

A highly disruptive cyber attack is one that disrupts, disables or damages an organisation’s critical
systems or services. The consequences can extend well beyond technology, affecting customers,
services, supply chains, finances and organisational reputation. To recover, organisations may
need to rebuild systems, redesign business processes and introduce temporary workarounds
while full service is restored.

This focuses on incidents where the primary impact is operational disruption rather than the
unauthorised access to information through activities such as data theft or surveillance.

Who is this guidance for?
This is primarily intended for organisations for whom the loss of critical digital systems could have
significant operational consequences. It will benefit:

e CEOs, Boards and executive leaders

« Chief Information Security Officers (CISOs)

e cyber security teams

« Chief Technology Officers (CTOs), Chief Information Officers (CIOs) and service owners
e business continuity, resilience and risk professionals

How to use this guidance

If you are responding to a highly disruptive cyber incident, read Responding to and recovering
from highly disruptive cyber incidents. This guidance provides practical advice covering the
immediate response, recovery to minimum viable operations (MVO), and the longer-term rebuild
of your organisation. It is intended to help you make informed decisions during the first hours, days
and weeks of a disruptive incident.
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Recovering from a highly disruptive cyber attack

Practical guidance to help organisations manage disruption, prioritise recovery and
restore critical services.

Your organisation has just suffered a highly disruptive cyber attack and you're likely to be
experiencing heightened emotions and a great deal of uncertainty. This guidance will help CEOs,
CISOs, Boards and cyber professionals in large organisations take the steps needed to respond to
the attack. It is divided into 3 sections which mirror the typical response and recovery phases:

Section 1 sets out the immediate activities to undertake in the first few hours to contain and
assess damage, implement governance, and establish lines of communication. The information
gathered from the assessment activities will inform the next steps in section 2.

Section 2 guides you in setting up and running your recovery programme and supporting
activities during the first few days, and potentially weeks. The recovery programme will develop
dynamically as new information from the investigation emerges. It will focus on measures which
support rebuilding your organisation to minimum viable operations (MVO) and helping your
people.

Section 3 focuses on the organisational rebuild phase which is when your organisation begins to
recover its processes and is operating its business as usual. At this point, the organisation is no
longer in crisis response mode and instead can focus on a more positive future.

This guidance provides a framework for handling highly disruptive cyber incidents, but it does not
provide an exhaustive checklist of all activities required which will vary depending on the details of
the incident and the legal and regulatory jurisdictions that apply.
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1. Immediate activities (what to do in the first hours)

The first response to a disruptive cyber attack is often highly emotional. Senior leaders and
responders may experience stress, uncertainty, guilt or a strong desire to assign blame. In
incidents involving ransomware or extortion, attackers may deliberately seek to increase pressure
in order to influence decision-making.

It's important for leaders to set a calm, professional tone from the outset, to avoid rushing to
judgement, and to support their people through the uncertainty ahead. Maintaining composure
and focus not only improves decision-making but also reduces the leverage attackers can exert
over the organisation.

In the first hours, organisations should take the following immediate actions to stabilise the
situation, begin to establish a shared understanding of what has happened, and enable
informed decision-making.
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1.1 Establish an incident command structure
Management lead

Activity

Establish a clear governance structure for directing and coordinating the organisation’s
response to the incident. Refer to your cyber incident ‘playbook, if you have one.
Decisions made through this structure will guide many of the subsequent response and
recovery activities.

Further information

To bring together appropriate stakeholders to share information and enable rapid
decision making across technical, legal, operational and business areas. Where possible,
organisations should use established incident management structures.

In practice, the CEO will normally lead on the organisation’s response to a cyber incident,
delegating responsibilities as appropriate to other executive senior leaders.

To support and facilitate effective information flows, put in place

sufficient governance to coordinate and control between workstreams. This may
include an incident command structure such as Gold, Silver and Bronze which provides
a governance hierarchy and a framework for delivering strategic, tactical and
operational responses to the incident.

The incident command should:

« hold regular coordination meetings

« provide clear authority for making containment, recovery and communication
decisions

« ensure that technical investigation, operational response and executive oversight
are aligned

« maintain a shared and up-to-date understanding of the situation as it develops

« ensure decisions are communicated and completed
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1.2 Secure the services of an NCSC-assured Cyber Incident Response (CIR)

provider
Technical lead

Activity
They should be assured at either the Enhanced or Standard level, as appropriate.

Further information
A CIR provider will help your organisation to investigate the incident, to understand:

» how the attackers gained initial access

e how they have moved within the environment
« what actions they have taken

o whether they have maintained access

Understanding attacker activity is critical to:

e preventing re-compromise
» informing containment decisions
» enabling safe recovery of systems

Where possible, investigation should take place before systems are restored, as findings will
inform impact understanding, regulatory reporting requirements, and system rebuild and
recovery decisions.

Make sure you allow sufficient time and CIR access for the investigation. Rushing recovery
before understanding the incident can significantly increase risk.



https://www.ncsc.gov.uk/schemes/cyber-incident-response/find-a-provider
https://www.ncsc.gov.uk/schemes/cyber-incident-response/find-a-provider

1.3 Decide whether to disconnect or shut down systems

Management lead

Activity
Decide whether to disconnect systems from networks or power them down entirely.

Further information
Disconnecting systems (for example from the internet or other internal networks) can:

e prevent attackers from issuing further commands
e limit further spread
e preserve valuable forensic evidence

However, it may not stop malicious activity already underway.
Shutting systems down may be quicker to implement and may halt active processes, but can:

« resultinloss of investigative evidence
¢ make it harder to understand the incident and confirm the attacker has been removed

The decision should balance business impact, incident containment, safety, incident
investigations and any other relevant factors, informed by specialist advice where available. You
may also need to speak to any third parties or suppliers.

1.4 Incident triage: establishing the current state
Technical lead

Activity
Carry out initial triage to understand your organisation’s current position.

Further information
Before you design your recovery programme, you need to establish a shared understanding of
the ‘as-is’ state.

Incident command will establish initial priorities and adjust them as more information becomes
available and understanding improves. This will shape workaround and recovery efforts and
should not be expected to be fully defined in the first few hours.
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1.4.11dentify critical business functions
Technical lead

Activity
Identify critical business functions

Further information

Identify critical business functions and ascertain the extent to which they have been affected.
The needs of the business must drive prioritisation for recovery, not solely IT considerations.

1.4.2 Assess system impact

Technical lead

Activity
Assess system impact

Further information
Identify which systems remain operational, which are degraded, and which will require rebuild.

1.4.3 Identify priority systems and dependencies
Technical lead

Activity
Identify priority systems and dependencies

Further information

Identify which systems — and any systems they rely on to operate — underpin critical functions
and should be recovered first. (These may be outlined in business continuity plans).
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1.4.4 Review backups

Technical lead

Activity
Review backups

Further information

Ideally backups will support the rebuild of the entire environment, including applications, identity
systems and trust services — as well as the data itself. But you must review the state of your
back-ups to understand how much support they will provide.

1.4.5 Understand attacker status

Technical lead

Activity
Understand attacker status

Further information
Establish from the CIR provider’s findings whether the attacker has been contained or whether
risk of further harm remains.

1.5 Identify and complete any immediate regulatory or other requirements
Management lead

Activity
Identify and complete any immediate regulatory or other requirements

Further information
This includes:

» checking if there are laws or regulations which require you to report the incident within a
specific timeframe, for example GDPR

e commencing any investigations or risk assessments, as necessary

» identifying further potential requirements from other sources, such as cyber insurers

10



1.6 Report the incident to the NCSC

Technical lead

Activity
Report details of the incident via the NCSC'’s Reporting a cyber security incident page

Further information
Report the incident if it affects:

« data on employees, customers or clients of the organisation
« the organisation's computer firmware, software or hardware
o personal data of the UK, Channel Islands or Isle of Man

The NCSC is not a regulatory body and won't pass information to regulators without first
seeking your consent. Reporting the incident to the NCSC allows them to provide:

e expert guidance

e supportin managing the incident

e potential access to unique information and insights

» coordinated engagement with other parts of government, if required

You should be aware that:

e Reporting using this service does not fulfil any legal or regulatory reporting requirements
that you might be subject to.

e You should always consider whether you are under an obligation to make additional
reports of the cyber incident elsewhere. The Cyber Incident Signposting Service can help
determine this.



https://report.ncsc.gov.uk/
https://www.gov.uk/guidance/where-to-report-a-cyber-incident

1.7 Establish a central record to log and share situational awareness

Management lead

Activity
Set up a central record to capture and share incident information.

Further information

A single, authoritative record helps ensure all teams are working from the same understanding
and supports effective decision-making. It may also be required by external parties such as
regulators or insurers.

The record should capture:

» what was discovered

e when it was discovered

» decisions taken, by whom, and why
« actions agreed and their status

Standardise time references where relevant to avoid confusion.
Consider appointing a designated recorder.

Learning captured at this stage will also support later recovery, rebuild and improvement
activities.

1.8 Establish communications with key stakeholders

Management lead

Activity
Establish controlled and coordinated communication channels.

Further information
Early communication helps reduce confusion and conflicting messages.
Initial stakeholders typically include:

» senior technical and security leadership

e legal advisers

e executive leadership

» customer relationship managers

» those providing operational cover and support

12
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As the incident develops, communications will need to extend to wider internal and external
audiences. Communications should be timely, accurate and coordinated.

Consult the NCSC guidance on effective communications during a cyber incident.

13
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2. Recovery and ongoing investigations
(what to do in the first days and weeks)

Once you have established and recorded your initial assessment of the impacts of the incident,
you can set up a structured recovery programme. Note, however, that if you are not sure whether
the attacker has been evicted from your network, proceeding with recovery carries a risk of the
incident restarting.

The recovery programme brings together the leadership, coordination and activities required to
reduce the impact of the incident and support the organisation’s recovery in a controlled way,
including the involvement of any relevant third parties.

Recovery from a disruptive cyber incident often takes longer than leaders initially expect. It's
common for organisations to operate with limited or no IT services for weeks, and for full recovery
to take many months. Building a recovery programme will help you, but you should be prepared
for setbacks.

Leaders should set realistic expectations, protect teams from excessive pressure, and recognise
that recovery is a sustained effort rather than a rapid technical fix.

Contents
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2.1 Setting up your recovery programme

The purpose of the recovery programme is to reduce harm from the incident and to recover
your organisation to minimum viable operations (MVO) as quickly and safely as possible. MVO is
the lowest level of operational capability at which the organisation can continue to operate

safely, meet its legal and regulatory obligations, and maintain trust with customers, partners
and staff.

2.1.1How recovery should be organised

Recovery should be run as a formal programme, with clear structure, ownership and decision-
making authority. The programme will consist of:

« Aset of clearly defined recovery workstreams (core and context-specific), each with a
named lead, designed to restore the organisation to MVO.

e A small number of cross-cutting supporting functions that apply throughout the
programme and underpin effective delivery.

o Together, these provide both the mechanism for recovery and the conditions for it to
succeed.

2.2 Core recovery workstreams

Examples of the main lines of effort needed to restore your organisation to MVO but note there
may be others not included here.

Recovery requires strong central coordination, but not all activity need be controlled from the
incident command structure. Appropriate delegation and empowerment can speed up the
response and prevent a governance bottleneck slowing progress.

The incident command structure provides the overall direction and should:

» ensure aformal handover from the initial response activities to the structured recovery
workstreams

» prioritise all activities in line with the prioritised business function from phase 1

» delegate ownership of workstreams to specific business units or functions

» coordinate dependencies and rapid information-sharing between workstreams

» provide governance and assurance

16
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2.2.1Cyber incident investigation

Workstream
To understand the incident and inform other workstreams, to enable safe recovery.

Activities

Establish how the attacker gained access and moved through systems.

Identify what actions were taken and whether access persists.

Establish whether the attacker has been evicted and inform Incident Command to help them
decide when the risk is low enough for recovery to proceed.

Share findings rapidly with other recovery workstreams (especially system recovery).

Use assured incident response providers unless you have an experienced in-house incident
response team. Note that some insurance providers require you to use an independent
response team.

2.2.2 Recover business functions

Workstream
To restore priority business functions and the systems that support them to MVO, safely and
confidently.

Activities

Note that trusted identity is a critical dependency for recovery. Attackers may have
compromised existing accounts or created new ones, and confidence in identity systems is
often required before other recovery activities can proceed.

» Re-establish a trusted source of identity to support recovery activities, recognising that
some accounts may be compromised.

» Inthe absence of a trusted source of identity, agree how staff will be identified, for
example, using cameras and personal endorsement in incident meetings.

e Be prepared to rebuild identity systems, recognising organisation-wide impacts.

» Recover systems identified as priorities during triage, including dependencies.

e Reset credentials where required, including privileged accounts.

» Assess the availability, completeness and reliability of backups needed to support system
recovery.

» Prioritise the use of backups to support restoration of business-critical services.

e Recognise that backups may not cover the full environment, including applications,
identity systems and sources of trust.

« Plan recovery timelines recognising that restoring systems and data from backups can
take considerable time.

e Bring core business functions back online in a controlled manner, with security
considerations in mind. Assign a security lead to oversee where necessary.

17
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¢ Inform customers when services will be restored and how to reconnect.

2.2.3 Common infrastructure and assurance

Workstream
To enable safe and orderly restoration of systems by managing shared infrastructure
dependencies and assurance requirements.

Activities

e Align with your Disaster Recovery or IT Service Continuity plans, as appropriate

¢ Identify common infrastructure services and systems that underpin multiple business
and recovery workstreams.

¢ Understand dependencies between infrastructure, shared services and business systems
— and plan restart sequencing accordingly.

e Prioritise restoration of infrastructure required to support recovery of MVO.

e Treat backups as a critical dependency. Assess whether they can be accessed, trusted
and used to support restoration.

e Assume backups may have been targeted by attackers and seek appropriate assurance
that they are immutable and uncompromised.

e Balance the pace of restoration with the level of assurance required to reduce the risk of
compromise.

e Consider regulatory, contractual and business continuity requirements when determining
assurance thresholds.

e Factorin the availability and assurance requirements of external and cloud services,
including connectivity constraints and third-party access controls. Other organisations
may require independent assurance or evidence of compromise remediation before

e restoring connectivity or access, which may further delay recovery timelines.
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2.2.4 Develop workarounds to achieve MVO

Workstream
To keep your organisation operating while systems are unavailable.

Activities

2.2.5 External communications

Workstream
To manage communications with the public, media, regulators and stakeholders.

Activities

Base workarounds on an agreed prioritisation of business-critical services and the
systems that support them, led by senior leaders.

Ensure workarounds are security reviewed before being implemented (to ensure they
don't inadvertently increase risk).

Implement alternative ways of working to support those functions identified from triage
activities as business critical.

Recognise that what is considered business critical may vary depending on timing and
context (for example, cashflow, payroll, regulatory reporting, or peak operational periods).
If backups are unavailable or can't be trusted, identify alternative sources of information
that can be used to reconstruct critical business data and maintain clarity on data
ownership.

Accept that early recovery may operate without corporate systems.

Plan early for how data created through workarounds will later be reconciled with
restored systems and backups.

When reconciling systems, you may need to include requirements from external parties
(such as financial auditors) for assurance around particular datasets.

Agree a review date for each workaround to ensure that it doesn't become permanent.

Provide clear, consistent guidance to staff and partners who interface directly with the
public, ensuring they understand what can and cannot be said outside of the
organisation, and how to handle queries or escalation.

Communicate clearly and consistently with regulators, partners and the public.

Share threat intelligence about the attack with industry, law enforcement and
government partners, if relevant. Your incident may be part of a coordinated campaign
and sharing what you know can help protect against wider impacts.

The NCSC will help to coordinate and manage communications and engagement within
government for reported incidents assessed as nationally significant.

Reduce confusion and speculation by providing timely updates.

Align messaging with legal, customer and operational realities.
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e Follow the NCSC guidance on effective communications during a cyber incident.

2.2.6 Internal communications

Workstream
To enable coordinated action and reduce uncertainty.

Activities
» Keep all staff informed of agreed external-facing lines to take.
» Provide timely updates, even where information is scant or incomplete.
« Assume internal systems may be unavailable or untrustworthy.
o Reinforce priorities, expectations and support arrangements.

2.2.7 Customer and partner relations

Workstream
To manage the impact on customers and partners and preserve trust.

Activities
Customer relations activities will vary by sector and regulatory context, but typically include the
following:

« Identify and respond to customer and partner concerns and service impacts early.

e Manage assurance requests from third parties, for example that your compromise won't
infect their environment.

 Communicate clearly about service disruption and recovery timelines.

e Provide up to date, relevant information to staff members who are handling worried and
irate customers.

» Provide practical guidance to customers if there are any actions they need to take.

o Coordinate closely with external communications and legal teams.



https://www.ncsc.gov.uk/guidance/effective-communications-in-a-cyber-incident
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2.2.8 Legal and regulatory management

Workstream
To manage legal risks and obligations.

Activities
Legal and regulatory requirements will vary by sector and organisation and should be

addressed with appropriate professional advice.

« Identify legal and regulatory requirements arising from the incident.
» Manage ongoing business as usual obligations that fall due during recovery and rebuild.

2.2.9 HR enabling

Workstream
To sustain workforce capability throughout recovery

Activities
e Recognise recovery will require skills beyond IT and security.
» Be aware of the risks of fatigue and burnout and put staff welfare at the forefront of the
incident response process.
» Implement shift systems and surge capacity where required.
e Redeploy and retrain staff to support critical activities
» Draw on external support where internal capacity is insufficient.

2.2.10 External enablers

Workstream
To mobilise external support quickly.

Activities

« Coordinate suppliers, insurers and specialist providers.

« Clarify roles between incident responders and rebuild teams.

« Enable rapid procurement of new contracts for expertise or resources, often when
corporate systems are unavailable.

« Expect heavy reliance on suppliers for investigation and system recovery (for
example, a supplier may need to advise how a system works to enable forensic
investigation or inform the rebuild).



https://www.ncsc.gov.uk/guidance/putting-staff-welfare-at-the-heart-of-incident-response
https://www.ncsc.gov.uk/guidance/putting-staff-welfare-at-the-heart-of-incident-response
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2.2.11 Financial modelling

Workstream
To support informed recovery decisions.

Activities
For effective recovery, leaders need to understand the financial implications of different
recovery options and the trade-offs involved.

» Track costs and financial exposure arising from the incident.

e Model recovery options and trade-offs.

e Support decisions on investment, prioritisation and risk acceptance.

» Model cash-flow impacts over time and develop financial scenarios as recovery plans
evolve, recognising that costs, revenues and timing assumptions may change as
assurance and restoration progress.
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2.3 Additional activities

Beyond the core recovery activities needed to restore your organisation to MVO, organisations
may need to undertake additional activities depending on the characteristics of the incident.

2.3.1 Manage data loss

Activity
To reduce harm from data compromise

Whattodo
» Assume attackers may have accessed all data until evidence suggests otherwise.
o Treat data loss management as a parallel activity to system recovery.
e Prepare for contact from attackers, and extortion attempts.
» Consider all regulatory notification requirements under all applicable laws.

2.3.2 Ransome payment approcach

Activity
To ensure decisions are lawful, ethical and informed.

Whattodo

e Consider ransom demands carefully; the NCSC and UK law enforcement do not
encourage, endorse or condone ransom payment.

» Your CIR firm may provide advice on whether and how to engage with the attacker.

e Understand that if you pay the ransom and receive the encryption key, the decryption
process can take weeks to complete, and does not address the underlying vulnerabilities.

» Base decisions on legal, operational, ethical and reputational factors.

« Follow the guidance for organisations considering payment in ransomware
incidents, as applicable.

23
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2.3.3 Operational Technology considerations
Activity
To enable safe and reallistic recovery of operational technology (OT)

Whattodo

e Recognise that OT recovery is often slower and more complex than IT recovery.

» Expectreliance on vendors, system integrators or specialist suppliers to support
investigation and recovery.

» Consider whether OT recovery requires manual intervention, including on-site activity,
where remote access or centralised visibility is unavailable.

« Understand how safety cases, regulatory requirements or operational constraints may
limit recovery options or sequencing.

» Assess whether your organisation has access to the trusted tools, devices, spare
hardware, and licensed software required to restore OT systems to a known-good state.

e Plan recovery carefully to maintain safe operation where central monitoring, telemetry or
control systems are unavailable.

24
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2.4 Cross cutting supporting functions

Alongside the recovery workstreams, you should actively manage a set of cross-cutting
supporting functions that apply throughout the recovery programme and help ensure it is
delivered effectively.

2.4.1 Good leadership

Function
To set the direction, pace and tone for recovery

Whattodo
To support your organisation through the uncertainty of the incident, and guide it towards a
successful recovery, you should:

» communicate early and regularly with staff, sharing what is known and what is being
done

e be honest and reassuring: acknowledge uncertainty and the pressure ahead

» set realistic expectations for recovery times to reduce stress and burnout

» avoid assigning blame; reserve judgement while the investigation develops to help
people feel safe to share what they know and admit any actions that may have
contributed to the incident

» stay calm and professional to improve decision-making and reduce attacker leverage

» role model actively taking downtime to encourage and demonstrate support to staff to
do the same

While much of the organisation will focus on urgent recovery, leaders should ensure that some
capacity is reserved to:

« consider longer-term scenarios
 identify emerging risks and opportunities

e prepare for the rebuild beyond MVO

This balance helps avoid short-term decisions that create long-term problems.

25
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2.4.2 Governance and record-keeping

Function
To enable coordinated decision-making and accountability

Whattodo

Good governance and record-keeping are essential to support regulatory and insurance
requirements, reduce confusion, and enable later learning and rebuild. As outlined in 1., you will
have established an incident command to coordinate workstreams, for example using the gold,
silver and bronze governance hierarchy.

You should:

run frequent coordination meetings structured around:
o what has changed
o what decisions are required
o what needs to be communicated

Mmaintain clear records of decisions, rationales and actions
ensure decisions are communicated, implemented and followed up
retain records to support regulators, insurers and later recovery and rebuild phases

2.4.3 workforce wellbeing

Function
To sustain performance and wellbeing during a prolonged recovery

What todo

Recovery from disruptive cyber incidents places exceptional demands on people and is likely to
take several weeks. You should take measures to protect staff (and frontline staff in particular)
from excessive workloads and prolonged stress.

You should:

» put staff welfare at the heart of the response

» enforce staff downtime and ensure it is honoured, as part of active management of
fatigue and burnout

» setup and encourage use of welfare support networks allowing staff to discuss
experience and impacts

» use shift patterns and surge staffing where needed

26


https://www.ncsc.gov.uk/guidance/putting-staff-welfare-at-the-heart-of-incident-response

What to do when cyber attacks disrupt your organisation
2.4.4og learning

Function
To capture insights during recovery to improve rebuild and reduce future risk.

Whattodo
There is a lot to be learned from incidents. You should aim to record lessons as the incident
unfolds, to inform recovery and rebuild to MVO.

To understand the causes of the incident, you should:

o look beyond the immediate technical cause to understand systemic factors

» consider whether any human error was influenced by stress, workload or poor
usability — and how these risks could be reduced

» examine whether organisational incentives, priorities or decision-making processes
contributed to poor outcomes

« identify gaps in visibility, such as undocumented systems or shadow IT, and how these
can be addressed

» use the learning to inform longer-term prevention and resilience activities
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3. Rebuild (what to do over the course of the next few months)

In this phase, the organisation is moving beyond crisis response and restoring all business
processes to business as usual. While recovery focuses on regaining MVO, the rebuild phase is
about establishing a new steady state.

This phase provides an opportunity to step back from the intensity of the incident and take a more
deliberate, forward-looking approach — strengthening the organisation so it is better prepared
for the future, not just returned to where it was before.

If your organisation has a mature business continuity plan this should inform your actions during
this stage. However, many organisations find that their existing business continuity plans are only
partially effective during a disruptive cyber incident. Plans may be outdated, insufficiently tested,
or based on assumptions that no longer hold, so you should be prepared to adapt beyond
documented plans, using them as a reference rather than a constraint.
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3.1Recover your people, not just the organisation

Highly disruptive cyber incidents place exceptional demands on people as well as systems. By
the time an organisation reaches the rebuild phase, those involved in the response may have
experienced sustained psychological, emotional and physical strain. It's important to make time
for the recovery of staff involved in the incident response and recovery effort. Supporting
people’s longer-term wellbeing is not only the right thing to do, but also essential for retaining
skills, restoring morale, and enabling the organisation to move forward effectively.

Leaders should recognise the toll the incident may have taken and ensure appropriate support,
reflection and recovery time for individuals and teams.

3.2 Deciding the long-term approach to rebuilding
The rebuild phase requires deliberate choices about what the organisation is rebuilding towards

Leaders should consider how the new steady state should differ from the pre-incident
environment. Rebuilding systems provides an opportunity to address foundational issues that
may previously have constrained security, resilience or change, and to align technology more
closely with future business plans.

However, organisations should be cautious not to overload this phase. Attempting a full-scale
transformation programme before the organisation has fully stabilised can delay the return to
business as usual and place additional strain on already stretched teams.

As a minimum, organisations should identify proportionate actions that deliver meaningful
improvements to security and resilience without jeopardising recovery.

3.2.1 Building for resilience and sustainability

Rebuild decisions should priorities sustainability over one-off fixes. This may include:
designing systems to be easier to patch, maintain and recover.

» avoiding future obsolescence through planned lifecycle management

» improving flexibility and resilience so services can degrade and recover safely

» embedding recovery considerations into system design, not treating them as an
afterthought
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3.2.2 Rebuilding with confidence and assurance
Many organisations find that incident response and recovery were made harder by incomplete
or outdated records of systems, dependencies and configurations.

The rebuild phase provides an opportunity to improve this position by ensuring systems are
rebuilt with clear documentation and accurate records. You can use the opportunity to update
your customer management database with business owners, or applications list with service
owners. This supports future development, change, and incident response, and reduces reliance
on institutional memory or undocumented knowledge.

Where specialist expertise is required, the NCSC advises organisations use companies assured
under the NCSC Assured Cyber Security Consultancy Scheme (ACSC) for the delivery of security
architecture and/or risk management advice

3.3 Transitioning from workarounds to long-term solutions

As systems are rebuilt, organisations will need to transition away from temporary workarounds
introduced during recovery.

This includes not only systems, but data. Leaders should ensure there is a clear plan for
combining data from backups and workarounds into a single, trusted source of truth,
recognising that data reconciliation can be complex and time-consuming.

Decisions taken here will shape data integrity, reporting confidence and operational
effectiveness well beyond the incident.

3.4 Learning and renewal

The rebuild phase is also the right time to conduct a structured lessons-learned exercise.
This should consider:

« what happened during the incident and response

» which assumptions did not hold

o Wwhere plans, processes or structures hindered effective action

» which foundational issues increased impact or slowed recovery

Recording and acting on these lessons helps organisations be better prepared for the future,
and demonstrates to regulators, partners and customers that the organisation has learned
from the incident and is addressing root causes.

The NCSC encourages organisations to share lessons from the incident and the actions taken in
response. Being open about what has happened, what was learned and what has changed can
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help other organisations improve their resilience. It can also demonstrate organisational
maturity.

This learning should inform future plans, investment decisions and resilience improvements -
helping to rebuild trust and confidence alongside systems and services.
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