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Cyber Schools Hub Engagement at Cleeve School

Since being appointed a Cyber Schools Hub, Cleeve School has developed a nu
help students engage With real-world computer science, and to help them
programming and engineering hardware solutions. This article details jus

¢ of extra-curricular concepts to
derstand many of the challenges of
ew of the initiatives we have trialled, as

temperature experiments. To test the low-tem
were loaded onto a high-altitude balloon p
Bishop's Cleeve to Kenilworth, fortunat
very excited learners in a school mini
and analysis. The airborne ima
the year.

ature performance of the system, the experiments electronics
orm which was launched into the atmosphere. The balloon flew from
landing in the one green space in a heavily built uparea, chased by some
us. The experiments all survived and were returnedite'school for further study
Were spectacular, as was the video. A second launchiis'planned before the end of

Another regular clublistour Ethical Hacking club. Available to Year 9s and ab
responsible and aborative way. Membership of the Cyber Schools
Immersive Labs* Digital Cyber Academy, which enables experimentati
understanding of the risks faced by individuals and enterprises'i
be attacked over the air; again, this allows learners to dew

, the club teaches Ethical Hacking in a
has brought access to platforms such as
n'in a safe, sandboxed environment and brings
019. We also have an unpatched server which can
p skills and to understand the dangers of neglecti

Industry engagement is a massive bonus for sehools in general, but for cyber schools in particular. Ma
such as Northrop Grumman and Raytheon are involved with the programme, developing speci
opportunities and realising that there aré a whole group of non-degree educated youngsters
Meanwhile, local SMEs such as CyberSecurity Associates, Cygenta and Deep 3 also dedie

ive enterprises
work placement
€y might miss out on.
time and effort to deliver



-

worthwhile experien
companies, the s
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to attract talent to their organisatic
our learners.

process benefits the

students receive through the Cyber e is some payback asked of some
dents to speak at events, and in the pz oken at the Cybersecurity Conference,
b Industry Awards and most recen am Cyber Hub8 launch. At Hub8, fc
panel where they all spoke eloquen ortunities they now receive at school,

e leveraged them in order to progres ing. Two also did pieces to camera a
ture! This confidence in presenting eir expertise is part and parcel of the
ed through the Cyber Schools Hub, w d not otherwise exist. Many attendee

e Cleeve speakers were by far the bes g, bringing a freshness to the event.

Given the o

portunities for schools, and those men
akers and industry engagement. There
part of the project, and the impact wi

ce are just a
arners at Cleeve
prove many learners'

Cyber Schools Hubs provide a hug
small number amongst a we
School has really benefitt
chances in the future

yber Club - Wyedean School and Sixth
blished an extra-curricular cyber club th op
skills and knowledge. The club has be y for
o hours for 18 months. It attra over forty
students aged 11-15 and 72% e female. In
additional to this club time students are on
average spending three unch applying their
newly developed skill ing about cyber security
and defences.

The school beli of the club is down to the fact that i
is studen S communicate their cyber passions a
schoo ub session on different strands of th
Th one hour of skills-based learning and
ese skills to real world challenges. T
much as possible and this support h
pplications and has raised the stu
ging learning to life!

fering work experience
ure career possibilities and

Work Experience - D
in software engin
totally raising ons

doors to Wyedean School GCSE and
verience was so inspiring for students

. "It was very intriguing to try to solv
ent and the process involved, as w
e said he discovered the field of work
ng is both achievable and fulfilling w
und joy in solving the problems by
d data from a range of formats into a
e used to train a recommendation e
gain a deeper understanding of the i ng a robust

Kara oyable part for her was using the diffi
pro d. "It expanded my knowledge of s
illset with programmes that | hadn'
e as a future career. “I realised that
perience at Deep3 as | understood t
ed on the ingestion system for a ser
hen be stored in a database so tha
creating my own Al using Tensork
way of converting the object i

”
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extended learning and
world challenges in cyber

ovided to Wyedean students from ma
portunities to apply their skills and kno

The work experience og
presented studen
security.

STEAM - term, Wyedean School and Sixth
for ed 200 year 5 students to the school to
S ber STEAM education from industries.
overwhelmed with the support from the

.......

the students to
develop their
understanding of Cyber, sho
it links to the curriculun
BAE Systems, CGI

diversity of the subject and how
uded; Deloitte, Deep3, Raytheon,
ta, Cyber Security Associates, Sopra
re and USW. The feedback from the eve

were engaged, inspired, learning ne
aving fun.

Visit to the National Cybe
Academy (NCSA) in th
students’ favouri

demy - On 16th June, 72 Year 7 girls visi
South Wales City Campus. One of the
digital forensics where they had to don

al Cyber Security

{ _

forensic suits ify which items they would confiscate ‘ ‘

crime s tivities they learnt how to use the comn | ¥ N =

Lin den Pokémon, and took part in proble of %
task. The aim of the visit was to increa ess of '

also to give them a glimpse of universi

¥

oart in an Immersive
the morning they took
Atkins talked to the girls
s in cyber and lead a blue team vs red te aff from Cygenta
to talk about how hackers crack pas to create secure,

orable passwords of their ow lead the girls to
ttps://haveibeenpwned.com/ where so were horrified to find that
‘ \ g their details had been compromise online hacks. Staff from Cyber
*8 }\»A : : Security Associates showed the se Kali Linux on Raspberry Pis to
> § investigate wireless network emonstrated Man in the Middle attacks
This really helped the gi d some of the precautions they should
when using public e afternoon there was a cyber scave
and students wao o decrypt coded messages and solve
idden in image files and also use social € extract information in order to reach thei

ersive Cyber Day - In June, 40 students i
Cyber Day as part of their enrichment
part in sessions led by local indu

omputer Club - Throughout the year, s
and 8 students started the year wo
coding with OhBots before starti
and made a weed killer rob
wanted to create a robo

nto computer club at lunchtimes to w:
printers creating their designs in Tinker:
50 Mindstorms to make a robot follow a li ents designed
entire fields are sprayed with glyphos eeds and the girls
tify the weeds and then just deliver w it is needed. To model
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and made a robot that
e several problems, from

different coloured dots with red
oard marker ‘weedkiller’. The st
end and retract the pen, to creati
from a gyro sensor to move the
e weeds. On Ada Lovelace day, we h
ents including a session on extract
ite using SQL injection techniques
ace after school and is supported b
oping that holding it after school wi
ren to join us.

the situation, they
would dab the r
designing a

Sixth Form Hardware Challenge ere challenged with
specifying their ultimate
gaming computer. The
winning entry came fro
dual graphics cards. T
with some help o
students bui

better uno

uded water cooling and
ub purchased the parts and

and John from BAE systems, the
his project helped them gain a
dware, and how to specify componer

InJuly, three year 10 stude Academy) joined

the Lockheed Martin

Park High School (was previously Bea
dertaking a week of work experience

arning various techniques to
with tools they haven't had a
hark. Over the course of the week
ontexts, such as performing teardo
vledge of how to use the tools they

The students spe days making DARCCs (Damn Vulnerab
exploit and . This also gave them an opportunit
chance uding software defined radios, osci
the s k workshops using each of these too
ing on their other's Wi-Fi traffic. Arn
ad team then switched back to Blue

out the week the students spent time
e employees and managers to lea

Their STEM activity was rounded off
they had learned. This left Fric
the Orchard Trust where th
Martin personnel and
teacher from Honmr
friend. Follo
Trust to co

hen providing a short presentatio
of Lockheed Martin's community o
new skill for building fences on th ell as Lockheed
ce students, the team included Cy cement students, a
chool, a new employee due to joi in in September and a
ompleted by the team, we then ha e manager of The Orchard

Thi s was the first time Lockheed Marti
with the students prior to understa
d also be used in modules by a the C
oking to complete the artefacts tha
2d to other schools.

ntre has provided a work experie
d created an activity that would i
s well as the students, we learned
order to create a stand along activi
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CGlisa . As stated in our commitments—an
oblig our stakeholders and to improve
C our members live and work serio
are met through our many outreach
) with the NCSC where we align o
School as a centre of excellence fc
courage school children into the
nitiatives.

rough our actions—we take our
and environmental well-being of
champions whose role is to ensur
nitiatives. One such programme i
that of the NCSC. The NCSC in
ee organisations have been active
> previous quarter CGIl has been i

we hosted a
on an ambitious
an Internet of Things
er across the curriculum
committed to playing a role.

borted on 2nd July at Wyedean scho
ber Security or STEM , we collecti
out technology and sustainability. T
er from different subject areas t
Science, Design Technology and Sci

Following on from the STEM e
variety of workshops link
project to teach child
greenhouse that
at Wyedean

e - Programming of Raspberry PI' opment for data analytics and cybe

=G
echnology - CAD design, building a
greenhouse to give this project a re
cience - Input into data collection
and helping to develop concept i

offee shop will also use all products

within lessons. Supporting learning

g funding,
place where 5
invitation, 71% of
0 a Raspberry Pl, and a
order to pay homage to
ulties of the game to the ability
weeks we will be delivering specific
ouse. Topics will include how to cc
g with graphical user interface to vi

0 a physical product by generating i
s to deliver the content. The first of
ear 7 to year 10. It was great to see
itself involved the basics of electro
esembles that of the sorting hat
ling. CGl members were able to tai

ey to the success of the workshop. C

CGl is focused on turning the gr
providing technology tutori
CGl members taught a
the students were

usiness—it is built into the CGI dre
d local operating model. We look fc

Social Responsibility is part of the
any was founded, and sustained t
successful project in the Spring and

ges we face in the tech sector are con erefore, the industry needs
erse a range of people as possib
urodiversity. We have supported
e it started to help address this, the

ids, particularly girls, to take up con

The people a
to nurture
gende
S

y documented talent shortage in t
women and young people entering i
siness risk.

ustry and a
e are constantly looking for ways

We recognise that to make chang
role models for people earl
We have supported the C
Denmark Road, Ne

or, those working in tech need to i

s to allow them to grow. So, we ta
2 its inception and engaged with a
chools to name a few. We suppo

ire seriously.
, such as Beaufort,
teachers and young

A
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al skills related to cyber security. Eac
security and promotes gender di

kes part can then also
uter science, through the

people in their devel
increase their t

people into the power of cyber and k oarriers young people face to enterin
ether that's a lack of skills, awarenes or simply confidence. A lot of our
students to discover that technolog and what they can do with it. We kno

roach is the best way to tackle the i > next generation of cyber technologi

rk with Cyber Schools also inspired
erience students in the summer. Thi
software developers, learning from r
inherently part of our job descri
or learn new skills. Hopefull
need to succeed in tech
the skills required to
most walks of li
solving and te

at, as
oerience is
ously improve
e of the skills you
neer are the same as
experience, school and in
usiasm, curiosity, problem-
2nd of the experience, we've given
ake on a career in tech, then we've don

aught us to make sure we practice wha
h employees (just as we are with the
ing a strong presence that encourage
o they can find their niche.

y at Deep3, working with these inspirec
. This includes visible leadership — bei
ortunities and barriers to progressio
ge perceptions, have a voice and inno

portant to encourage new and diver. d the
ieve a better gender balance at De courage
on inclusivity and provide role moo , the more
eir own backgrounds reflected, ence ake up the career

e cyber threat continues, so it's ne
future of our industry. We're al
inclusion at every level. The n
prospective students and en
as a viable option.

By 2030, we exp
cyber techno

ed the playing field for all tech emple
g and relevant field, one at the heart c

more young people seeing

C on the Cyber School Hub progra
ity to grow and educate their stude eir
a core objective for the CSA team. A anding
on cyber sessions at the schools has en ribute to
active work experience programme veen the ages of
ence within a working cyber operatio

ecurity Associates (CSA) has been wo
018. Helping numerous schools within t
eyes to the possibilities that “Cyber
open evenings and career fairs
the Hub programme. Morec
15-18 which provides an

e first ¢
provide [N
arning material :
ecurity, STEM and

The Cyber Pi Projects progran

"__Co—lYBER Pl joint  CSA/NCSC initiati
PROJECTS Js('zudentswithallth .

over 50 cyber related projects coveri

More rece d safe cyber environment which
@ allow actice different techniques from
= ) wit Cyber Security has been introduced
CYBERDEA one — which is available to all Cyber

Collahorate Educate Inspire IR <tLdents

ing students about
ce Intelligence (OSINT)

4

. Cyberdea™ provides the capability to
ges how to attack and defend networl

the Computer Misuse addition, the facilitated sessions also p
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training so that s ow much information is online s or their families.

perience will ensure that students
environment. The CTF allows studen
g real time hacking mixed with ans
questions on cyb points. Progress and scores will be
the Cyberde wing students to compete as indivio
Looking months, there will be more Cybe
focus alligence (Al) as well as a Security Op
will include Security Analyst, Thre yst and
orensics Analyst projects.

What’s N
are

will be the Cyberdea™ Zone Capture
en every opportunity to learn within
of all ages to play agai

on a series of events with the Cyb
s from inspirational female talks t
iculty, from finding out the name
acking techniques.

s Deloitte have been working with
estershire. We have been involved in
0 say we’ve had a ball! These cha
Ada Lovelace) to breaking into a

h the next generation of cyber t
is initiative has given us a chance t
m and that the people who wor
s no “one size fits all”. The positive
2|t a real sense of getting involved

tmost importance for us as a firm
ersity in our talent pipeline and in th
that Deloitte is so much more tha
background, ethnicity and per:
the schools has been ama
with the next generatic

ceived from
s and engaging

Going forward w exciting events lined up with the d we feel like this is going

to be the bes



