The cyber security culture iceberg

Imagine a cyber security environment where everyone is genuinely
invested in safeguarding your business. Where they're empowered to be
vigilant and proactive. Employees are engaged, understand and respect
the cyber security rules - which are intuitive and flexible. Leaders are
role-models and motivate their teams with the right incentives.

Such an environment is only possible when underpinned by
activities which shape and maintain the right culture.

Principle1 .

Integrating cyber security with other business
functions and fostering a shared organisational

purpose ensures security measures support . .
business goals. They help rather than hinder. Values m Relationships

Principle 3
Resilience improves as a result of an organisation
adapting its cyber security policies and practices
in response to risks as they occur. All business
functions work together to make the changes.

Principle 5
Leaders play a vital role in shaping security

Principle 2

People feel able to report cyber
security related problems and suggest
ideas for improvement without fear of
any negative repercussions.

Social nhorms support positive attitudes and
encourage good security behaviours.
Understanding the norms helps prevent
conflicts through better security design or
tackling the norm directly.

culture by communicating a shared purpose,
promoting trust and learning, and modelling PrlnC|pIe 6
secure behaviours. People across the business are involved in
developing cyber security rules which are

accessible and easy to understand whilst
having flexibility to accommodate wider risks.
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